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Abstract
Management of COSD projects is a challenging task due to number of distant development 
locations in different time zones, client and vendor organizations, different cloud deploy-
ment models and range of different service level agreements. The objective of this study 
is to identify the barriers associated with managing COSD projects. We implemented a 
Multivocal Literature Review to identify barriers that influence management of COSD pro-
jects. We identified 21 COSD management barriers from 165 primary studies. The com-
parison between the barriers identified from formal and grey literature indicate that there 
are similarities between the barriers investigated from both types of literature. Moreover, 
client-vendor analysis shows that there is no significant difference between COSD man-
agement barriers associated with both types of organizations. We believe that the study 
findings will assist both research and industry community to better understand and manage 
COSD projects.
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1  Introduction

Software outsourcing is a process when companies choose to have custom software solutions 
developed by a third party [6]. Software outsourcing is a popular software development par-
adigm, as it potentially helps companies to decrease overall development cost. On the other 
hand, cloud computing is on-demand access to computing resources and applications hosted at 
remote data centers managed by a cloud service provider [28]. Cloud computing allows organi-
zations to access shared IT resources via different cloud service and deployment models [7, 13]. 

Cloud outsourcing software development is a new phenomenon in the industry which 
refers to the adoption of cloud services to support software outsourcing development projects. 
A COSD project aims to take advantage of scalability, on demand series and different cloud 
deployment models for the distributed development across the globe. In a COSD project, 
organizations use on-demand access to a pool of scalable IT resources; and potentially increase 
product quality by having access to relatively low-cost skilled human resources. Moreover, 
COSD has the potential to reduce overall development time using follow-the-sun development 
model [21, 40], cloud based services and cloud based deployment models [7, 27].

There has been a significant research to better understand management of software out-
source development. For example, Niazi et al. [35] reported that organizational structure, com-
munication, and coordination tools; and management skills are key success factors for manag-
ing a globally distributed project. Niazi et  al. [34] conducted a systematic literature review 
and a questionnaire survey to identify challenges associated with managing global software 
development projects. They identified 19 challenges that impact the success of a global soft-
ware development project. Similarly, Khan et al. [23] highlighted that due to the language and 
cultural difference between the geographically distributed teams, the effective communication 
is problematic.

However, managing COSD projects is a challenge due to adoption of cloud computing in 
global software development context. COSD requires organizations to adjust their manage-
ment process due to distributed development sites in different time zones, client, and vendor 
organizations; and introduction of cloud service and deployment models [17, 20]. However, 
there is little empirical insight into barriers associated with management of COSD projects. 
We believe that understanding barriers associated with management of COSD projects can 
help organizations develop strategies to facilitate successful completion of COSD projects.

The objective of this study is to identify the barriers associated with managing COSD 
projects. In this study, we define three sub-objectives as follows: (1) identify the barriers of 
COSD using multivocal literature review, (2) analyze the investigated barriers with respect 
to organization types (client-vendor) [3, 4, 19]; and (3) map the investigated barriers into 
knowledge areas of project management (PMBOK). The study provides a body of knowledge 
to both researcher and industry community will assist both academia and industry experts to 
develop strategies to better manage COSD projects.

2 � Background and motivation

2.1 � Cloud sourcing

Cloud computing allows organizations to access shared IT resources via different cloud ser-
vice and deployment models [29]. Cloud computing helps organizations access resources 
at relatively low cost. Cloud computing also allows organizations to improve agility and 
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time-to-value by facilitating on demand access to enterprise applications. Moreover, cloud 
computing supports elasticity which helps organizations easily scale software and hard-
ware resources.

Cloud computing supports three common service model, namely, software-as-a-service, 
platform-as-a-service, and infrastructure-as-a-service. These common service models are 
defined as follows [28] “Software-as-a-service is application software that is hosted in the 
cloud and clients access them via a  web browser, a desktop client, or an API that inte-
grates with your operating system. Platform-as-a-service provides software developers 
with on-demand platform and development tools for developing and managing applica-
tions. Furthermore, Infrastructure-as-a-service provides on-demand access to computing 
resources, networking, and storage over the internet on a pay-as-you-go basis”.

2.2 � Software outsourcing

Software outsourcing is a popular software development paradigm, as it potentially helps 
companies to decrease overall development cost. There has been a significant research 
to better understand management of software outsource development. For example, Oza 
et al. [37] highlighted that round the clock adjustment of development activities across the 
world enables to use the 24/7 development hours. Espino-Rodriguez and Padron-Robaina 
[14] underlined that the outsource software development assists to keep in touch with 
global market. Despite several potential benefits associated with software outsourcing, 
organization face a range of challenges in managing such projects. For example, Bohm 
et al. [7] and Chang and Gurbaxani [8] argued that that the improper information sharing 
and coordination among the overseas development teams leads to lack of trust between 
practitioners. Similarly, Dey et al. [12] indicted that the software development activities 
are considered as more communication and coordination oriented, however, the physical 
distance between the geographically distributed teams in offshore software development 
outsourcing also leads to communication and coordination issues. Similarly, Nguyen et al. 
[32] conducted a study and underline the relationship between vendor firms in Vietnam  
and client firms in European and America. Another study conducted by Sabherwal [42] 
was conducted a study to highlight the role of trust in offshore software development  
outsourcing. Raj-Kumar and Dawley [39] analyzed the benefits, risks of offshore software 
development between Indian and US software industry. Narayanaswarmy and Henry [31] 
conducted a study to understand key factor, which impact the choice of control mechanisms 
in outsource software development. Similarly, Rainer and Hall [38] proposed a model for 
the success of offshore contracts and related costs to minimize the risks. Moreover, they  
evaluate the difference levels of offshore contract by applying empirical study.

2.3 � Cloud based software outsourcing

Cloud outsourcing software development is a new phenomenon in the industry which 
refers to the adoption of cloud services to support software outsourcing development  
projects. A COSD project aims to take advantage of scalability, on demand series and  
different cloud deployment models for the distributed development across the globe. 
There has been some research to better understand phenomenon of COSD projects. For 
example, Benlian et al. [5] indicated that the economic gains and on demand self-services  
are the main drivers affecting executives’ perception to employ cloud’s services as a  
software outsource development model. Kandjani [18] argued that the adoption of COSD  
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is not straightforward. Several challenges associated with COSD especially that related to 
communication and coordination between the overseas software practitioners. Janssen and 
Joha [16] underlined that the lack of compatibility of outdated systems with cloud system 
cause the lack of data sharing and work efficiency. As the services of cloud shared with 
different users, data security and privacy is also a concern in COSD paradigm [44, 46].

Despite the significance of offshore cloud outsourcing in current era, few studies have 
been conducted to identify management barriers associated with COSD projects. We 
believe that the identification of the COSD barriers is important for the success of COSD 
activities. The objective of this study is to identify the barriers associated with managing 
COSD projects. We believe finding of this study will assist both researchers and practition-
ers to develop the strategies for managing COSD projects.  

3 � Research objective and research questions

In this study, first, research problem statement was defined which provides a broad issue 
that we address in our study. Next, research objective statement was developed which indi-
cates what is the aim of the study. Finally, a set of research questions were developed to 
specify specific concerns we will answer through the study.

Problem statement:   Management of COSD projects is a challenging task due to num-
ber of distant development locations in different time zones, client and vendor organiza-
tions, different cloud deployment models and range of different service level agreements.

Research objective:   The objective of this study is to identify the barriers associated 
with managing COSD projects.

Research questions:   To achieve the objective of the study, we define research ques-
tions as follows:

RQ1 What barriers are reported in the multivocal literature that has a negative impact 
on COSD paradigm?
RQ2 Are the investigated barriers are related to client and vendor COSD organizations?
RQ3 Is there any difference between the findings of formal and grey literature?
RQ4 How are the investigated barriers related to ten areas of project management?

4 � Research methodology

In this study, we conducted a multivocal literature review based on guidelines presented 
by Garousi et al. [15]. A multivocal literature review is a form of a systematic literature 
review which includes both formal and grey literature. A formal literature includes peer 
reviewed journal and conference papers. On other hand, a grey literature includes white 
papers, magazines, government reports, videos, and blog reports. As part of the multivocal 
literature review, grey literature is included in the study to include the large body of knowl-
edge which is constantly produced by industry practitioners outside the academic forums. 
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As a result, a multivocal literature review is useful for both researchers and practitioners as 
it provides evidence from both the state-of-the-art and state-of-the-practice in a given area. 
Figure 1 shows different phases of MLR for our study.

4.1 � Phase‑1 (planning the MLR)

MLR protocols were developed by the first and third author of the study. Next, second, 
fourth and fourth authors of the study reviewed the protocol. Finally, the fifth author did a 
pilot execution of the protocol.

4.2 � Phase‑2 (conducting the review)

Next, MLR protocol was executed to identify primary studies from both formal and grey 
literature. The details are as follows:

4.2.1 � Formal literature

To identify relevant primary studies from the formal literature, the following steps were 
performed:

Fig. 1   Proposed methodology
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4.2.1.1  Search process for formal literature 

Search string   In this study, search keywords were defined using ‘quasi-gold-standard’ [26] 
and Akbar et al. [2] guidelines. First, five relevant primary studies were manually selected 
as quasi-gold-standard studies. Next, authors of the study derived potential search keywords 
from the quasi-gold-standard studies using population, intervention, and outcomes [30] as 
follows:

Population Cloud Outsource Software Development.
Intervention Project management barriers.
Outcome of relevance List of barriers in project management of cloud outsource soft-
ware development projects.

Next, we identified synonyms and similar spellings of the derived search keywords. Finally, 
we used to Boolean operators to define search string for different databases as shown in 
Table 1.

Formal literature selection source   In order to collect the most appropriate data, we con-
sider the suggestions of Zhang et al. [48] and White et al. [45], to collect the data from both 
automated search and manual search.

	 (i)	  Manual search
		    For manual search, we used the guidelines of QGS [45]. The concepts of QGS 

consider only those studies that are related with study RQs. Initially, we explore the 
special issues, conferences, and workshops on the journal websites to collect the 
related primary studies. We also explore the available literature on the Research Gate 
(https://​www.​resea​rchga​te.​net) for manually searching the primary studies related to 
research questions.

	 (ii)	  Search from digital libraries
Table 1   keywords and their alternative for search string

Related topics Used keywords and alternatives

SS1 (Outcomes) (“barriers” OR “obstacles” OR “hurdles” OR “difficulties” 
OR “impediments” OR “hindrance” OR “challenges” OR 
“limitations”)

SS2 (Intervention) (“IaaS” OR “PaaS” OR “SaaS” OR “XaaS” OR “Infrastructure 
as a Service” OR “Platform as a Service” OR “Software as 
a Service” OR “IT service” OR “Application Service” OR 
“ASP”)

SS3 (Population) (“Outsourcing” OR “global software development” OR 
“geographically distributed development” OR “offshore 
development” OR “multisite development” OR “collaborative 
software development”)

SS4 (Global software development) (“cloud computing” OR “cloud platform” OR “cloud provider” 
OR “cloud service” OR “cloud offering”)

SS5 (Experimental) (“grounded theory”, “interviews” “case studies”, “questionnaire 
survey”, “theoretical studies”, “content analyses”, “action 
research”)

“Final search string = (SS1) AND (SS2) 
AND (SS3) AND (SS4) AND (SS5)”
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		    In second phase, we collect published primary studies by using the automated 
search mechanism [1, 36]. For automated search process the selection of appropriated  
digital databases is significant. However, using the recommendation of Chen  
et al. [9], Niazi et al. [33], Afzal et al. [1], the following digital repositories were 
considered:

	 (I)	 IEEE Xplore (http://​ieeex​plore.​ieee.​org).
	 (II)	 ACM Digital Library (http://​dl.​acm.​org).
	 (III)	 Springer Link (http://​link.​sprin​ger.​com).
	 (IV)	 Wiley Inter Science (www.​wiley.​com).
	 (V)	 Science Direct (http://​www.​scien​cedir​ect.​com).
	 (VI)	 Google Scholar (http://​schol​ar.​google.​com).
	 (VII)	 IET software (https://​digit​al-​libra​ry.​theiet.​org).

	 (iii)	  Search through snowballing
		    In phase three of primary studies collection, we have performed snowballing 

approach [1]. The snowballing approach is performed with the reference list of 
the selected primary studies of both phases (manual and automated search). We 
used both backward and forward snowballing approach. The backward snowballing 
approach refer to the studies cited in the paper and forward snowballing refer to the 
studies by whom the paper is cited [1, 47].

4.2.1.2  Inclusion and exclusion criteria  The inclusion and exclusion criteria indicated 
that which part of the collected literature included and excluded for further MLR phases. 
To develop the inclusion and execution criteria, we used the suggestion of Niazi et al. 
[35], Khan et  al. [22, 25]. The article should publish in journal or conference, study 
should be about cloud outsourcing concepts, and study should be published between 
January 2000 and December 2021 For exclusion, the following criteria was used: the 
study doesn’t satisfy objective of the research, study is not written in English, study 
does not provide the details about the barriers of cloud software development outsourc-
ing and study does not clearly state its research approach.

4.2.1.3  Study quality evaluation criteria  The quality evaluation of primary studies was 
performed to check the significance of each selected study with respect to the objective 
of the research. To assess the quality of the selected primary studies, we follow the con-
cepts of the existing systematic literature review studies [21, 24, 36]. For quality evalu-
ation, a format checklist was developed as shown in Table 2. The checklist includes five 
questions, and each question was assessed using the Likert scale as follows: if a study 
addresses the question of the checklist, then assign score 1, if the study address the 
question partially then assign 0.5 and if the study does not address the question of the 
checklist then 0 score was assigned. By using the questions of the format list, the quality 
of each article was assessed, and the results are given in Appendix A.

4.2.1.4  Selection of formal primary studies  To address the study objectives, “the data were 
collected thorough three different ways as indicated in Sect. 4.2.1.1.2. In first phase, we fol-
lowed the guidelines of QGS [45] and 5 studies were selected. In second phase, the selected 
digital libraries were searched using the search string shown in Sect. 4.2.1.1.1. The search 
string was executed on selected seven digital databases (Sect. 4.2.1.1.2); and initially, 1855 
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articles were collected after apply inclusion and exclusion criteria. Following the tollgate 
approach [1], all the selected studies were reviewed and finally 82 studies were considered 
for data extraction process. In third phase the snowballing approach was applied. Figure 2 
shows details of the selection of primary studies from the formal literature. 

4.2.2 � Grey literature

To collect the potential grey literature, the adopted steps are as follows:

4.2.2.1  Search process for  grey literature  In this study, we applied both automated and 
manual search process. The details are as follows:

Search through search engines   We have selected the most popular web search engines 
to collect the appropriate literature considering the aim of this study. The considered search 
engines are as follows:

Table 2   quality assessment criteria for formal primary studies

Checklist questions Likert scale

Does the used research approach address the research questions? Yes = 1, Partial = 0.5, No = 0
Does the study, discuss any barrier of COSD? Yes = 1, Partial = 0.5, No = 0
Does the study, discuss software development outsourcing by using cloud 

computing?
Yes = 1, Partial = 0.5, No = 0

Is the collected data related to cloud outsourcing? Yes = 1, Partial = 0.5, NO = 0
Are the identified results related to the justification of the research ques-

tions?
Yes = 1, Partial = 0.5, No = 0

Fig. 2   Refinement of formal studies
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•	 http://​www.​google.​com
•	 https://​www.​bing.​com
•	 http://​www.​openg​rey.​eu
•	 https://​www.​arxiv.​org
•	 https://​www.​stack​overf​low.​com
•	 https://​www.​agile​allia​nce.​org
•	 https://​www.​istqb.​org
•	 https://​www.​idc.​com

The developed search string (“Sect. 4.2.1.1.1–Search String”) was executed to find rel-
evant grey literature for the study.

Manual search   For manual searching, we approached relevant practitioner through their 
official websites, Facebook and LinkedIn profiles, personal emails, and organizational 
contacts. The practitioners were requested to share unpublished data (e.g., organizational 
standards, research registers, case study results, experts’ opinions etc.) with the research 
team. Appendix C present the detail information of the participants.

4.2.2.2  Inclusion and  exclusion criteria for  grey literature  The inclusion and exclusion 
criteria were applied following the Garousi et al. guidelines [15]. The grey literature was 
included as a primary study which was related to the research questions of the study and 
their findings were based on real-world practices. We excluded grey literature which was 
not written in English language and did not provide details about barriers associated with 
COSD projects.

4.2.2.3  Quality assessment (QA) criteria for grey literature  To QA of selected grey litera-
ture, we have applied criteria presented in Table 3. All the questions of QA criteria were 
assessed by using the Likert scale presented in Table 3. The format of the QA criteria was 
developed by using the guidelines of Garousi et al. [15]. The quality assessment criteria 
were performed along with the data refinement process. The final score of grey literature 
through web engines is presented in Appendix B and the collected results of grey literature 
which is collect directly from practitioners is presented in Appendix C.

4.2.2.4  Selection of  grey literature  The search string presented in Sect.  4.2.1.1.1 was 
executed on the selected search engines with the aim to collect the grey literature which 
addresses study research questions. Initially, we collected 133 documents after applying the 
inclusion and exclusion criteria. Next, we refined the collected grey literature by adopting 
the tollgate approach suggested by Afzal et al. [1]. All the authors participated in final data 
refinement process. All the phases of tollgate approach were applied carefully (Fig. 4) and 
finally 31 pieces of grey literature were selected for data selection process. The sources of 31 
pieces of grey literature are presented in Appendix B. Moreover, a total of 29 responses were 
collected form the practitioner’s and by applying the tollgate approach Fig. 3, 22 responses 
were finally included form data extraction process. The demographic data of the respond-
ents are presented in Appendix C. Finally, a total of 53 (31 + 22) documents from the grey 
literature were included in the study. Details of grey literature are provided in Appendixes 
B and C respectively.
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4.2.2.5  Data extraction and synthesis  Coding scheme of Grounded Theory approach [10] 
was adopted to analyze the selected primary studies from both formal and grey literature. 
All collected data was carefully reviewed and the ideas, themes and findings from the 
selected literature were extracted and labeled to the general categories of the barriers. The 
frequency of all barriers from both data sets were also recorded. In initial phase, a total of 
31 categories (ideas, statements etc.) of the barriers were recorded. In the second phase, we 
systematically compared the similar barriers, and the related barriers were merged into 21 
final barriers categories.

4.3 � Phase‑3 (reporting the review)

4.3.1 � Quality assessment of primary selected studies

Quality assessment of primary studies selected from the formal literate show that 78% of 
the studies scored more than 70%. The detail quality assessment results are presented in 
Appendix A. Similarly, quality assessment of primary studies selected from the grey lit-
erate show that 81% of the studies scored more than 80%. The detail quality assessment 
results of grey literature are presented in Appendixes B and C respectively.

4.3.2 � Data growth analysis

Data growth base analysis was conducted to check the frequency of data publication in for-
mal and grey literature across the years (i.e., 2001–2021). The results presented in Fig. 4, 
shows that from 2007 to 2013, the formal publication frequency is much higher than grey 
literature. We further noted that currently (2015–2021) the publication frequency of grey 
data is significantly increased as compared to formal publications. As the frequency of grey 

Fig. 3   Refinement of grey data sets
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literature is higher in recent years, this renders the increase in research interest of industry 
experts in cloud based outsource software development paradigm.

4.3.3 � Identification of review

All the identified barriers are arranged with respect to the frequency of occurrences. The 
final list of the investigated cloud outsourced software development barriers and the per-
formed additional analysis are presented in Sect. 5. 

5 � Results and discussions

5.1 � Identified barriers

A total of 21 barriers of COSD are identified by using the MLR approach from the selected 
161 select data sets. All the identified barriers are given in Table 4.

Rockart [41] introduced an idea of critical factors, by considering the importance of key 
information which are needed by a chief executive of an organization. This idea is derived 
from the perception literature of project management [43]. Niazi et  al. [33], underlined 
that the critical factors presets the area which needs special consideration of top decision 
makers of an organizations for successful execution of projects. The critical areas or factors 
may vary as they based upon the position of the individuals, project type, development site 
and over time [21–24].

By following the guidelines of existing literature, we used the following criteria to 
determine the critical barriers of COSD paradigm.

•	 If the frequency of occurrence of a barrier is ≥ 50% in the selected literature, then it is 
consider as critical barrier.

By adopting the same criteria, the following seven investigated barriers were declared 
as most critical (Table 4) for the successful implementation of software development activ-
ities in the context of COSD.

Fig. 4   Comparison of data growth based on time
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B1 (Data security issues, 65%) was cited as the most significant barrier for software 
project management in the context of COSD environment in the selected literature. Böhm 
et al. [SF5] indicated that the data security is vital in the context of COSD, as all the data 
and information is stored on the cloud rather than on-site storage. Schneider and Sunyaev  
[SF13] emphasized that the services of CC share their resources over the globe which 
causes the hackers attack. They further stated that every business organization want to sure 
their data security, but the use of cloud computing services threatens to the organizations 
about data security. Gens [SF21] suggested that the software organizations must investigate 
the robustness of cloud services provider organization, especially with respect to the data 
security.

B2 “(Lack of coordination between business goals and IT goals, 58%) was reported as 
the second most important barrier of software development” in the context of COSD. In 
COSD paradigm, the client organizations outsource their development activities to low-
cost countries (vendor organizations) e.g., hiring freelancer services. The vendor organi-
zations do not understand the key business objective and business model of the client 
organizations [SF11]. The overseas development teams of vendor organizations work on 
the provided requirements specifications in a general prospective which mislead the vendor 
organization to get key business objective of the client organizations. Sheard et al. [FS23] 
indicated that the lack of close coordination between the client and vendor organization, 
outsource activities cannot be performed accurately and effectively.

Table 4   List of investigated barriers

Sr. No List of barriers F (N = 165) Percentage

B1 Data security issues 106 65
B2 Lack of coordination between business goals and IT goals 94 58
B3 Lack of standardization 91 57
B4 Conflict management issues 88 55
B5 Compatibility issues (connecting legacy systems with cloud 

applications)
87 54

B6 Vendor lock-in 84 52
B7 Less control on overseas development activities 81 50
B8 Outdated technology skills 75 47
B9 Communication problems between overseas practitioners 67 42
B10 Quality control and compliance issues 65 40
B11 Lack of knowledge management and transfer among teams 63 39
B12 Lack of time differences management 58 36
B13 Dubious accessibility 57 35
B14 Hidden costs 55 34
B15 Limited control on cloud servers 52 32
B16 Fuzzy focus 52 32
B17 Issues of intellectual property protection 50 31
B18 Operational and transaction risk 48 30
B19 Problems with consistency and oversight 49 30
B20 Lack of trust and trustworthiness 46 29
B21 Legal issues 42 26
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B3 (Lack of standardization, 57%) “was reported as the third most important barrier for 
the management of software development activities in the domain of COSD. Lian et  al. 
[FS28] emphasized that the standard and procedures are important to evaluate the existing 
COSD capabilities and improve them in an effective way. Nedev [FS24] and Martens et al. 
[FS32] emphasized that the standards and procedures are important to manage that soft-
ware development activities in geographically distributed environment. They further indi-
cated that the lack of standard and procedure is a critical issue while adopting COSD para-
digm. Several project management standards have been developed to manage the project 
management activities but” there is lack of standard and procedure in the context of COSD.

B4 (Conflict management issues, 55%) was “declared as the fourth most critical barri-
ers for managing the development activities in the context of” COSD. Morgan and Conboy 
[FS35] highlighted that the conflict can occur between the overseas teams working across 
the globe and in between the cloud service provided organizations. For example, it is the 
key property of the cloud services to provide the opportunity to the user to share the data 
with every level of user where is the location is not concern. However, the security of data 
is also a key concern of every organization. Though this conflict is a critical barrier for the 
cloud services provider and COSD organizations. Marston et al. [FS47] indicated that lack 
of frequent and effective communication and coordination between the overseas COSD 
team causes the conflicts while implementation development activities. In another study 
Brender [FS43] indicated that poor planning is one of the key reasons of conflict between 
the development activities and the cloud services provider.

B5 (Compatibility issues (connecting legacy systems with cloud applications, 54%) was 
indicated as an important barrier in COSD environment. Saripalli et al. [FS45] indicated 
that the compatibility issues can arise when a client organization perform some of their 
development activities in-house and some are outsourced. Yin et al. [FS58] underlined that 
the different use of development environment can cause the compatibility issues of dif-
ferent software modules. They further highlighted that the COSD organizations outsource 
their development activities in developing countries and there is a lack of updated IT infra-
structure. Though, when the overseas sites trying to connect the legacy systems with the 
updated cloud services, the compatibility issue may arise. Bahli et al. [FS55] argued that 
the compatibility is also one of the key reason due to the differences in service provider 
applications, as there is no standardization across the cloud services platforms. Bahli et al. 
further emphasized that the compatibility issues made the clients dependent on their ser-
vices, as they can’t switch to other cloud service provider without sacrificing the invested 
cost.

B6 (Vendor lock-in, 52%) was reported as the critical barrier for the successful implementation 
of COSD paradigm. Look-in problem refers to the dependency of customer on the cloud service  
provider [FS11, FS32]. Saripalli et  al. [FS45] indicated that the COSD organizations cannot 
move from one service provider to other in future due to the legal and technical constraints. They 
further stated that when a software firm hire the cloud services to outsource the development 
activities then they should complete their project with the same cloud service provides as there is 
no mechanisms to move from one cloud provider to any other. Conboy [FS35] also highlighted 
the vendor lock-in as a critical barriers of cloud service provider.

B7 “(Less control on overseas development activities, 50%) was also a critical bar-
rier for the successful implementation of software development activities in COSD 
environment. Böhm et al. [SF5] indicated that in COSD environment the development” 
activities are outsourced to the vendor organizations, and the development process is 
totally dependent overseas practitioners. They further indicated that in COSD there 
is a lack of visibility of development activities. Moreover, in COSD environment a 
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client firm totally depend on the third party, trusting on their expertise, services, and 
resources. However, if the client organization not satisfied with the outsourced devel-
opment work, then this leads to the project failure.

5.2 � Client and vendor analysis

Next, we performed a client and vendor analysis to better understand COSD project 
management barriers from both client and vendor organization perspectives. The fol-
lowing hypothesis has been developed to examine the significant difference between 
the barriers from client and vendor organizations:

•	 Null hypothesis (H0) There is no significant difference between the client and ven-
dor COSD organizations with respect to investigated barriers.

•	 Alternate hypothesis (H1) There is significant difference between the client and 
vendor COSD organizations with respect to investigated barriers.

The Null hypothesis (H0) accepted if the calculated significance value of p > 0.05, 
else the alternative hypothesis (H1) is accepted.

The results presented in Table  5, shows that there is no significant difference 
between the barriers of COSD process with respect to client and vendor organizations. 

Table 5   Client and vendor based 
analysis

S. No Client 
(N = 69)

Vendor 
(N = 97)

“Chi-square Test 
“α = 0.05”

F % F % X2 df P

B1 57 85 47 50 2.565 1 0.109
B2 36 54 58 62 0.622 1 0.430
B3 50 75 41 44 0.966 1 0.326
B4 37 55 51 54 1.049 1 0.306
B5 43 64 44 47 3.273 1 0.070
B6 42 63 42 45 1.453 1 0.228
B7 44 66 37 39 0.843 1 0.359
B8 36 54 39 41 0.358 1 0.550
B9 27 40 40 43 1.173 1 0.279
B10 24 36 41 44 1.679 1 0.195
B11 26 39 37 39 3.519 1 0.061
B12 25 37 33 35 0.324 1 0.569
B13 30 45 27 29 0.064 1 0.800
B14 29 43 26 28 0.978 1 0.323
B15 29 43 24 26 1.688 1 0.194
B16 21 31 29 31 1.453 1 0.228
B17 26 39 22 23 1.688 1 0.194
B18 27 40 22 23 0.324 1 0.569
B19 36 54 19 20 1.426 1 0.232
B20 21 31 21 22 0.843 1 0.359
B21 18 27 16 17 1.173 1 0.279
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Hence, the Null hypothesis (H0 is) accepted. We have further noted that B9 (Commu-
nication problems, 40% and 43%), B11 (Lack of knowledge management and transfer 
among teams, 39% and 39%), B12 (Lack of time differences management, 37% and 
35%) and B16 (Fuzzy focus, 31% and 31%) are common barriers between the client 
and vendor organizations, respectively.

B1 (Data security issues, 85%) was most significant cited barrier in the context of 
client COSD organizations. As the client organizations (developed countries) hire ser-
vices from vendor organization (developing countries), though the security of data is 
more important for client organization as compared to vendor organizations. Brunzel 
and Giacomo [FS69] highlighted that risk of data security is more significant for client 
organization as they are key investor for in COSD paradigm. The important informa-
tion and development activities are carried out on the cloud services; therefore the 
security is the main concern for client outsource software development organizations 
[FS13].

Moreover B2 “(Lack of coordination between business goals and IT goals, 62%) 
was declared as the highest reported barrier for vendor COSD organizations. In 
“COSD paradigm, the development activities are carried out offshore in geographically 
distributed development environment. However, the geographical distance between 
the development teams causes the lack of coordination between COSD practitioners. 
Aubert et  al. [FS83] highlighted that the activities involved in software development 
are” more communication and coordination oriented. They further stated” that the lack 
of coordination among the overseas practitioners is an important barrier in the context 
of COSD paradigm. Barthelemy and Geyer [FS83] also highlighted the coordination 
barriers in COSD development process.

5.3 � Comparison of both data sets

A comparison analysis was performed to analyze potential differences between both 
data sets (i.e., formal, and grey literature). Frequency of each barrier in both data sets is 
presented in Table 6. Based on the frequency analysis (Table 6 and Fig. 5), the ranks for 
each barrier in both data sets were calculated. The calculated ranks were used to check 
the correlation in both data sets with respect to the identified barriers. This comparison 
analysis approach has been adopted by various existing studies of other software engi-
neering domain e.g. [24, 35]. In this study, we adopted Spearman correlation analysis 
to check the similarities and difference in data sets [24, 35]. The Spearman correla-
tion offers the linear dependence among the data sets, with the values ranging from −1 
to + 1, where 1 indicating a perfect correlation” [36].

The results (rs = 0.667, p = 0.001) presented “that there is a positive correlation 
between the ranks of both data sets. The detailed results are presented in Table 7 and in 
the form of scatter plot in” Fig. 6.

Furthermore, “an independent t-test was conducted to measure the mean difference 
between the formal and grey literature. Levene’s test was applied and the calculated 
value similarities and difference between the ranks of barriers obtain in both data sets. 
The results (t = 0.539 and p = 0.802) demonstrated that there are more similarities 
between the ranks of both data sets (Table 8). Moreover, the results of group data statis-
tics are presented in Table 9.

We have further conducted a two-sided Pearson Chi-square test, to determine the sig-
nificant differences between the two data sets. The results (X2 = 0.578 > 0.5) presented 
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in Table  10, shows that there is no significant difference between both types of data 
sets. This renders that the investigated barriers from both data sets (formal and grey lit-
erature) have more similarities than difference. Moreover, this indicated that there is no 

Table 6   Ranks obtain from 
forma and grey literature

S. No Formal literature Grey literature

F (n = 112) % Rank F (n = 53) % Rank

SF1 67 62 1 37 70 2
SF2 67 62 1 27 51 6
SF3 60 56 2 31 58 3
SF4 57 53 3 31 58 3
SF5 46 43 7 41 77 1
SF6 56 52 4 28 53 5
SF7 51 47 5 30 57 4
SF8 47 44 6 28 53 5
SF9 41 38 8 26 49 7
SF10 37 34 10 28 53 5
SF11 41 38 8 22 42 8
SF12 40 37 9 18 34 11
SF13 37 34 10 20 38 9
SF14 33 31 12 22 42 8
SF15 33 31 12 19 36 10
SF16 36 33 11 16 30 13
SF17 33 31 12 17 32 12
SF18 30 28 14 18 34 11
SF19 33 31 12 16 30 13
SF20 32 30 13 14 26 14
SF21 26 24 15 16 30 13

Fig. 5   Frequency based comparison of both data sets
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significant difference between the barriers reported by researchers (in formal literature) 
and highlighted by the industry practitioners (in grey literature).

5.4 � Mapping of investigated barriers into ten knowledge area of PMBOK

We have mapped the identified barriers into ten knowledge areas of PMBOK [11] as it 
is a de-facto industry standard for project management. The mapping gives insight to the 

Table 7   Correlation results

**Correlation is significant at the 0.01 level (2–tailed)

Formal_Literature Grey_Literature

Spearman’s rho
 Formal_Literature
  Correlation Coefficient 1.000 0.667**
  Sig. (2-tailed) 0.001
  N 21 21

 Grey_Literature
  Correlation Coefficient 0.667** 1.000
  Sig. (2–tailed) 0.001
  N 21 21

Fig. 6   Scatter plot of ranks of both data sets
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practitioners about which barriers are important in each knowledge area for successful pro-
ject management of COSD projects. The mapping will assist practitioners in developing 
strategies for successful management of COSD projects. Moreover, the mapping will also 
help researchers to develop techniques and tools to better manage priority management 
areas for COSD projects.

Grounded Theory based coding scheme [10] was used to map the investigated barriers 
of COSD into ten PMBOK areas. To perform the mapping, three researchers were partici-
pated. They labeled and grouped the barriers into ten most related knowledge areas. The 
mapping result, as shown in Fig. 7, show that human resources management is most sig-
nificant knowledge area for COSD projects. We believe the project managers need to pay 
more focus to address the barriers of human resource management category.”

6 � Study implication

The objective of this study is to identify the barriers associated with managing COSD 
projects. We implemented a Multivocal Literature Review (MLR) to identify barriers that 
influence management of COSD projects. We believe that study findings will assist both 
research and industry community to better understand and manage COSD projects. The 
study provides a list of barriers which practitioners should consider in their management of 
COSD projects. The study provides a body of knowledge to both researchers and industry 
community that will assist both academia and industry experts to develop strategies for 
better management of COSD projects. Furthermore, the identified barriers are also mapped 
into ten knowledge areas of the PMBOK, which can assist industry experts to consider 
most related knowledge area of barrier in their respective project contexts.

Moreover, as part of our ongoing research project, we aim to develop a readiness model 
for cloud outscoring software development which will help the organizations to assess and 
improve their COSD process. The findings of this study contribute to one component of the 
readiness model (identification of COSD barriers) as shown in Fig. 8. The readiness model 
will help the organizations to assess and improve their COSD processes effectively and 
efficiently.

Table 9   Group statistics Group N Mean Std. deviation Std. error mean

Ranks 0.00 21 8.3333 4.35125 0.94952
1.00 21 7.7619 4.07314 0.88883

Table 10   Chi-square test

The minimum expected count is .05
a 210 cells (100.0%) have expected count less than 5 

Value df Asymp. 
Sig. (2–
sided)

Pearson chi-square 177.625a 182 0.578
Likelihood ratio 86.961 182 1.000
N of valid cases 21
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7 � Study limitations

Incompleteness of multivocal literature is one of the potential limitations of the study. To min-
imize the impact of this threat to validity, search keywords were defined using well established 
‘quasi-gold-standard’ [26] and Akbar et al. [2] guidelines. We also identified synonyms and 
similar spellings of the derived search keywords. Moreover, with the increasing number of 
grey literatures published on this topic, some recent publications could have been missed at 
the time of consolidating the results of the study. However, we believe that by following the 
well-established search process, results presented in the study are comprehensive and cover 

Fig. 7   Mapping of investigated barriers into knowledge areas of PMBOK

Fig. 8   structure of the RMCOSD

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



	 Multimedia Tools and Applications

1 3

the most relevant formal and grey literature. Another threat to validity is potential bias intro-
duced by the researchers involved in data extraction and synthesis process. We mitigated this 
threat by evaluating inter-rater agreement between reviewers. The results showed a strong 
degree of agreement between data extracted and synthesized by different researchers involved 
in the study.

8 � Conclusion and future work

Management of COSD projects is a challenging task due to number of distant develop-
ment locations in different time zones, client and vendor organizations, different cloud 
deployment models and range of different service level agreements. The objective of 
this study is to identify the barriers associated with managing COSD projects. We 
implemented a Multivocal Literature Review (MLR) to identify barriers that influence 
management of COSD projects. Study results indicate that 7 out of 21 identified barri-
ers are critical to for successful management of COSD projects. The results of client-
vendor analysis indicate that the identified barriers are equally important for both types 
of COSD organizations.

Moreover, we found that “there is a positive correlation between the frequencies of 
occurrence of both data sets (formal and grey literature). This indicate that there is no 
significant difference between the investigated barriers from both researcher and practi-
tioner community. In addition, the study provides a theoretical framework by categoriz-
ing the investigated barriers into 10 knowledge areas of project management PMBOK. 
The results indicate that human resource management is the most significant knowledge 
area of the investigated barriers.

In future, we aim to develop a readiness model for cloud outscoring software devel-
opment which will help the organizations to assess and improve their COSD process. 
The findings of this study contribute to one component of the readiness model (identifi-
cation of COSD barriers) as shown in Fig. 1. The readiness model will help the organi-
zations to assess and improve their COSD processes effectively and efficiently. We plan 
to conduct questionnaire survey study to validate the investigated barriers. Moreover, 
we also have plan to identify the best practices to address the critical barriers of manag-
ing COSD projects.

Appendix

For appendixes, please visit the following links.

Appendix A

Selected formal literature (https://​tinyu​rl.​com/​y676a​4jt).

Appendix B

Selected grey literature from Search Engines (https://​tinyu​rl.​com/​y547k​cmb).
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Appendix C

Grey literature collected from experts through personal contact (https://​tinyu​rl.​com/​
yxlr8​lw4).
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