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Abstract
The recent technological advancement and rapid development of computer networks 
have increased the popularity of remote password authentication protocols. Toward 
this end, the emphasis has shifted to protocols that apply to smart cards-empowered 
multi-server environments. In order to defend against the replay attack, these pro-
tocols usually depend on the nonce or timestamp. In this paper, an efficient Mit-
tag–Leffler–Chebyshev Summation Chaotic Map (MLCSCM)-enabled multi-server 
authentication protocol with the key agreement is proposed and generalized to 
address this peculiarity in multi-server-oriented applications. The security proof and 
efficiency analysis of the presented MLCSCM authenticated key agreement protocol 
is rigorously derived and validated. Compared to the recently published literature, 
the proposed protocol presents high efficiency with unique features, and it is highly 
resistant to sophisticated attacks and achieves perfect forward secrecy.

Keywords  Mittag–Leffler–Chebyshev Summation Chaotic Map (MLCSCM) · 
Computer networks · Mutual authentication · Multi-server architecture · Key 
exchange · Smart card

1  Introduction

The widespread adoption of the Internet globally is attributed to its numerous ben-
efits and usefulness in government parastatals, non-governmental agencies, educa-
tional institutions, smart cities, industries, private sectors, and others [1]. There are 
various applications in which clients can access various services from multiple net-
works remotely, such as healthcare, banking, smart grid, smart agriculture, home 
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automation, and more. Consequently, this has contributed significantly to the com-
plexity of the communication network and the associated peripherals [2]. Therefore, 
it becomes very challenging to satisfy the needs of all clients on the server simulta-
neously. To this end, a multi-server-based system (see Fig. 1) that allows applicants 
to access services at any time without interruption is presented. The database, mail, 
Web, game, and remote servers are interconnected via highly secured channels to 
the registration center.

The smart card, a small device with low power consumption, has become increas-
ingly popular as the electronics industry expands. Notably, password authentica-
tion protocols were created to secure sensitive data stored on servers from being 
accessible to any hostile intruder. It is worth mentioning that these protocols have 
gained widespread acceptance due to their ease of implementation, low cost, and 
user-friendliness [3–6]. Currently, the traditional password authentication protocols 
are no longer optimal and lack the capabilities to support modern multi-server sys-
tems used in the design of computer networks [6]. Recently, the Kerberos method 
[7], one of the most promising password authentication protocols, was reported. The 
scheme is explicitly built for multi-server-based environments. However, the Ker-
beros method is not entirely secure from sophisticated intrusion. The system has 
consistently shown vulnerability to password guessing attacks, especially when the 
client chooses a weak password. This implies that participants must use strong cryp-
tographic secrets for the Kerberos system to operate efficiently.

Furthermore, Tsai [8] projected a multi-server authentication procedure that uti-
lizes a one-way hash function. It is remarkable to note that this authentication sys-
tem does not require the use of a verification table. However, the Tsai procedure is 
exposed to a man-in-the-middle attack. In particular, the Tsai procedure depends on 
the timestamp or nonce to prevent replay attacks. Unfortunately, the introduction of 
clock synchronization is cost-prohibitive. To address the concerns mentioned above, 

Fig. 1   The multi-server communication architecture [9]

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



4940	 C. Meshram et al.

1 3

Tsaur et al. [6] suggested a self-checked timestamp procedure in 2012. In this case, 
the timestamp creator can easily verify the timestamp for a suitable application.

In 2014, Lee et  al. [10] proposed an elaborate authentication procedure, which 
uses chaotic maps to defend against multiple attacks. However, the scheme shows 
limited security against denial-of-service and session key attacks. Additionally, the 
scheme requires that the server and the client exchange messages up to three times 
to create a service link. This could be time-consuming and inefficient. In another 
related study, Banerjee et  al. [11] reported that earlier authentication procedures 
had smart card loss and were susceptible to user impersonation attacks. To this end, 
the authors proposed a smart card-enabled anonymous authentication procedure to 
protect the system against security threats such as impersonation, forward secrecy, 
smart card loss, and insider attacks. In 2016, Sun et al. [12] discovered several flaws 
in [11] and recommended a dynamic identity authentication procedure to defend 
against multiple attacks. However, the procedure due to Sun et al. [12] is not entirely 
secure against multiple attacks such as offline password guessing, replay, and smart 
card loss. Recently, Li et  al. [13] discovered some security issues in the scheme 
reported by [10] and suggested a robust key agreement procedure, which is based on 
chaotic theory, to improve the system in [10].

Similarly, Irshad et al. [14] discovered some security flaws in [13]. They also pro-
posed an advanced framework to combat the established security issues. However, 
Irshad et al. [14] procedures necessitate huge communication overhead, high com-
putational complexity, and ample storage requirements. Additionally, Jangirala et al. 
[15] found several security vulnerabilities in the previous method [13] and proposed 
a more reliable authentication procedure to address the issues. They also claimed 
that while the procedure in [15] is immune to multiple attacks, it shows minimal 
performance when tested against several security metrics.

Ying and Nayak [16] recently proposed a remote user authentication procedure 
to improve the performance and security of multi-server architectures. Interestingly, 
the authentication procedure uses self-certified public key cryptography, which is 
claimed to secure against specific attacks. However, this procedure shows vulner-
ability to smart card loss, impersonation, replay, session key disclosure, password 
guessing, and insider attack. Furthermore, it necessitates more computing resources, 
which is highly undesirable in communication networks. Chaos theory-based cryp-
tography has attracted huge research interests in recent years, leading to some nota-
ble accomplishments, such as signature techniques [17–20], authentication [21–23], 
encryption techniques [24, 25], mobile healthcare [26], hash functions [27], privacy 
preservation [28], and blockchain-enabled certificateless schemes [29]. Table  1 
gives a summary of the associated works.

The preceding works have not adequately addressed authentication with the 
key agreement under the multi-server communication, which is crucial to the 
design and development of security systems for multi-servers of the future. There-
fore, the need to fill this gap is not out of place. To this end, this paper proposes 
an efficient multi-server authentication procedure with key agreement, leverag-
ing the Mittag–Leffler–Chebyshev Summation Chaotic Map (MLCSCM). In our 
design, clients will be able to interact anonymously with the server using the new 

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



4941

1 3

An efficient authentication with key agreement procedure…

Ta
bl

e 
1  

S
um

m
ar

y 
of

 a
ss

oc
ia

te
d 

w
or

ks

Re
fe

re
nc

es
K

ey
 c

on
tri

bu
tio

ns
Li

m
ita

tio
ns

Ts
ai

 [8
]

A
n 

eff
ec

tiv
e 

m
ul

ti-
se

rv
er

 a
ut

he
nt

ic
at

io
n 

pr
oc

ed
ur

e 
us

in
g 

a 
on

e-
w

ay
 

ha
sh

 fu
nc

tio
n 

is
 p

ro
po

se
d.

 T
he

 p
ro

ce
du

re
 d

oe
s n

ot
 n

ee
d 

to
 st

or
e 

an
y 

ve
rifi

ca
tio

n 
ta

bl
e 

in
 th

e 
re

gi
str

at
io

n 
ce

nt
er

 a
nd

 se
rv

er

Th
e 

se
cu

rit
y 

of
 e

m
pl

oy
in

g 
a 

on
e-

w
ay

 h
as

h 
fu

nc
tio

n 
as

 a
 fo

un
da

tio
n 

fo
r 

au
th

en
tic

at
io

n 
pu

rp
os

es
 h

as
 n

ot
 b

ee
n 

ev
al

ua
te

d

Ts
au

r e
t a

l. 
[6

]
A

 p
ro

te
ct

ed
 m

ul
ti-

se
rv

er
 a

ut
he

nt
ic

at
io

n 
pr

oc
ed

ur
e 

w
ith

 th
e 

ke
y 

ag
re

e-
m

en
t w

as
 p

ro
po

se
d,

 a
nd

 a
 se

lf-
ve

rifi
ed

 T
im

es
ta

m
p 

m
et

ho
d 

w
as

 d
ev

el
-

op
ed

 to
 e

na
bl

e 
th

e 
sm

ar
t-c

ar
d-

ba
se

d 
au

th
en

tic
at

io
n 

pr
oc

ed
ur

e

Th
e 

pr
oc

ed
ur

e 
is

 v
ul

ne
ra

bl
e 

to
 b

ot
h 

th
e 

pr
iv

ile
ge

d 
in

si
de

r a
tta

ck
 a

nd
 th

e 
kn

ow
n-

pl
ai

nt
ex

t a
tta

ck
. A

dd
iti

on
al

ly
, d

ist
ur

ba
nc

e 
in

 c
lo

ck
 sy

nc
hr

on
iz

a-
tio

n 
an

d 
vu

ln
er

ab
ili

ty
 to

 th
e 

m
an

-in
-th

e-
m

id
dl

e 
at

ta
ck

 w
as

 n
ot

 fu
lly

 
ad

dr
es

se
d.

 T
he

 p
ro

ce
du

re
’s

 c
om

m
un

ic
at

io
n 

co
sts

 m
us

t b
e 

re
du

ce
d,

 a
nd

 
th

e 
pr

oc
ed

ur
e’

s p
er

fo
rm

an
ce

 m
us

t b
e 

im
pr

ov
ed

Le
e 

et
 a

l. 
[1

0]
A

n 
au

th
en

tic
at

io
n 

pr
oc

ed
ur

e 
w

ith
 k

ey
 a

gr
ee

m
en

t u
si

ng
 e

xt
en

de
d 

ch
ao

tic
 

m
ap

s f
or

 m
ul

ti-
se

rv
er

 e
nv

iro
nm

en
ts

 is
 p

ro
po

se
d

Th
e 

pr
oc

ed
ur

e 
ap

pe
ar

s t
o 

in
cu

r h
ig

h 
co

m
pu

ta
tio

na
l c

os
ts

 th
at

 n
ee

d 
to

 b
e 

re
du

ce
d.

 F
ur

th
er

m
or

e,
 th

e 
pr

oc
ed

ur
e 

is
 in

eff
ec

tiv
e 

at
 d

et
ec

tin
g 

un
au

-
th

or
iz

ed
 lo

gi
ns

 a
nd

 la
ck

s a
 p

as
sw

or
d-

ch
an

gi
ng

 o
pt

io
n

B
an

er
je

e 
et

 a
l. 

[1
1]

Th
e 

w
or

k 
pr

es
en

ts
 a

n 
an

on
ym

ou
s m

ul
ti-

se
rv

er
 re

m
ot

e 
us

er
 a

ut
he

nt
ic

a-
tio

n 
pr

oc
ed

ur
e 

us
in

g 
sm

ar
t c

ar
d

Pr
ac

tic
al

 im
pl

em
en

ta
tio

n 
of

 th
e 

sc
he

m
e 

is
 n

ot
 p

re
se

nt
ed

Su
n 

et
 a

l. 
[1

2]
Th

e 
w

or
k 

ex
am

in
ed

 B
an

er
je

e 
et

 a
l.’

s p
ro

ce
du

re
 [1

1]
 a

nd
 fo

un
d 

th
at

 th
e 

pr
oc

ed
ur

e 
is

 v
ul

ne
ra

bl
e 

to
 u

se
r i

m
pe

rs
on

at
io

n 
at

ta
ck

s a
nd

 o
ffl

in
e 

pa
ss

-
w

or
d 

gu
es

si
ng

 a
tta

ck
s. 

Th
e 

au
th

or
s p

ro
je

ct
ed

 a
n 

en
ha

nc
ed

 p
ro

ce
du

re
 

to
 re

m
ov

e 
th

e 
se

cu
rit

y 
vu

ln
er

ab
ili

ty

Th
e 

sc
he

m
e 

is
 n

ot
 e

nt
ire

ly
 se

cu
re

 a
ga

in
st 

m
ul

tip
le

 a
tta

ck
s s

uc
h 

as
 o

ffl
in

e 
pa

ss
w

or
d 

gu
es

si
ng

, r
ep

la
y,

 a
nd

 sm
ar

t c
ar

d 
lo

ss

Li
 e

t a
l. 

[1
3]

Th
e 

w
or

k 
pr

es
en

ts
  a

ut
he

nt
ic

at
io

n 
w

ith
 k

ey
 a

gr
ee

m
en

t p
ro

to
co

l u
si

ng
 

ch
ao

tic
 m

ap
 fo

r m
ul

ti-
se

rv
er

 a
pp

lic
at

io
ns

Th
e 

es
ta

bl
is

hm
en

t o
f a

 se
cu

rit
y 

in
ve

sti
ga

te
d 

m
od

el
 fo

r a
ut

he
nt

ic
at

io
n 

an
d 

ke
y 

ag
re

em
en

t p
ro

to
co

l u
si

ng
 c

ha
ot

ic
 is

 re
qu

ire
d

Ir
sh

ad
 e

t a
l. 

[1
4]

Th
e 

w
or

k 
pr

es
en

ts
 a

 p
ro

va
bl

y 
se

cu
re

 a
ut

he
nt

ic
at

ed
 k

ey
 a

gr
ee

m
en

t u
si

ng
 

ch
ao

tic
 m

ap
 in

 m
ul

ti-
se

rv
er

 se
tti

ng
 to

 im
pr

ov
e 

Li
 e

t a
l.’

s p
ro

to
co

l [
13

] 
at

 m
in

im
um

 p
os

si
bl

e 
co

m
pu

ta
tio

n 
co

st

Fo
rw

ar
d 

se
cr

ec
y 

an
d 

tw
o-

fa
ct

or
 se

cu
rit

y 
ne

ed
 to

 b
e 

ex
am

in
ed

 th
or

ou
gh

ly

Ja
ng

ira
la

 e
t a

l. 
[1

5]
Th

e 
w

or
k 

pr
op

os
ed

 a
n 

effi
ci

en
t a

ut
he

nt
ic

at
io

n 
pr

oc
ed

ur
e 

in
 m

ul
ti-

se
rv

er
 

se
tti

ng
 th

at
 c

an
 p

re
se

rv
e 

al
l t

he
 o

rig
in

al
 m

er
its

 o
f S

hu
nm

ug
an

at
ha

n 
et

 a
l.’

s p
ro

ce
du

re
 [3

0]
 a

nd
 w

ith
st

an
d 

th
e 

po
ss

ib
le

 k
no

w
n 

at
ta

ck
s

Pr
ac

tic
al

 im
pl

em
en

ta
tio

n 
of

 th
e 

pr
oc

ed
ur

e 
is

 m
is

si
ng

, a
nd

 th
e 

fu
tu

re
 

ex
te

ns
io

n 
of

 th
e 

pr
oc

ed
ur

e 
is

 n
ot

 e
la

bo
ra

te
d

Y
in

g 
an

d 
N

ay
ak

 [1
6]

Th
e 

w
or

k 
pr

es
en

ts
 a

 li
gh

tw
ei

gh
t a

nd
 u

nt
ra

ce
ab

le
 a

ut
he

nt
ic

at
io

n 
pr

ot
oc

ol
 

fo
r m

ul
ti-

se
rv

er
-b

as
ed

 5
G

 w
ire

le
ss

 n
et

w
or

ks
. T

he
 a

ut
ho

rs
 e

m
pl

oy
ed

 a
 

se
lf-

ce
rti

fie
d 

pu
bl

ic
 k

ey
 c

ry
pt

og
ra

ph
y 

us
in

g 
el

lip
tic

 c
ur

ve
 to

 a
ut

he
nt

i-
ca

te
 th

e 
ju

sti
fic

at
io

n 
of

 se
rv

er
s a

nd
 u

se
rs

Th
e 

sc
he

m
e 

ap
pe

ar
s t

o 
be

 c
om

pu
ta

tio
na

lly
 c

om
pl

ex
 w

ith
 a

 v
er

y 
hi

gh
 

co
m

m
un

ic
at

io
n 

co
st 

of
 2

12
.9

6 
m

s

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



4942	 C. Meshram et al.

1 3

Mittag–Leffler–Chebyshev Summation Chaotic Map (MLCSCM)-based multi-
server authentication procedure that can provide mutual authentication between cli-
ents and servers.

The main contributions of this paper are outlined as follows. First, we presented a 
robust description of the Chebyshev chaotic maps, Mittag–Leffler–Chebyshev Sum-
mation (MLCS), MLCS chaotic maps, extended MLCS, and their properties. Sec-
ond, we proposed an efficient authentication with key agreement procedure using 
Mittag–Leffler–Chebyshev summation chaotic map under the multi-server architec-
ture. Furthermore, we present the formal authentication proof based on the BAN 
logic to demonstrate the strengths of the proposed scheme. Additionally, we pro-
vide a check to confirm that the presented protocol supports mutual authentication, 
user anonymity, and perfect forward secrecy. Also, we put the presented protocol to 
the test against several attacks, including the replay attack, privileged insider attack, 
Bergamo et al.’s attack, and the known-plaintext attack. Finally, we provide security 
examinations to show that our proposed procedure can provide comprehensive secu-
rity assurance at a low computation cost while demonstrating very high efficiency 
due to the utilization of the Mittag–Leffler–Chebyshev summation chaotic maps and 
hash functions.

The rest of this paper is laid out as follows. The definitions of the Mittag–Lef-
fler–Chebyshev Summation (MLCS), MLCS chaotic maps, extended MLCS, and 
its properties are introduced in Sect. 2. Section 3 presents the proposed MLCSCM-
based multi-server authentication with key agreement procedure. Section  4 offers 
solid proof to demonstrate the effectiveness and efficiency of the proposed proce-
dure based on BAN logic. Section 5 shows the results of the proposed security sys-
tem, and Sect.  6 presents the performance analysis of the procedure. Finally, the 
conclusion to the paper is given in Sect. 7.

2 � Background and materials

In this segment, we provide some background knowledge of the presented protocol. 
This comprises the Chebyshev chaotic maps, Mittag–Leffler–Chebyshev Summation 
(MLCS), MLCS chaotic maps, extended MLCS, and its properties. The notations 
used in the proposed procedure are defined in Table 2.

2.1 � Chebyshev chaotic maps

The following are some fundamental ideas regarding the Chebyshev polynomial 
[31]. The Chebyshev polynomial Tn(�) is a degree n polynomial in � . Let n be an 
integer, and � be a variable with a range of values between [− 1, 1]. The Chebyshev 
polynomial (CP) Tn(�) ∶ [−1, 1] → [−1, 1] is given as

Tn(�) = cos
(
n ⋅ cos−1 (�)

)
.

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



4943

1 3

An efficient authentication with key agreement procedure…

The recurrence relation of the CP is defined as

where T0(�) = 1 and T1(�) = �.
The functions cos (�) and cos−1 (�) are trigonometric [32]. They are referred to as 

cos ∶ R → [−1, 1] and cos−1 ∶ [−1, 1] → [0,�] , individually.

2.2 � Mittag–Leffler–Chebyshev summation (MLCS)

The Mittag–Leffler function E�,� is a special function, which indicates two param-
eters α and β. It may be demarcated by the resulting series when the real parameter � 
is strictly positive [33]:

where Γ(.) is the gamma function. When � = 1, it is abbreviated as E�(�) = E�,1(�).  
For � = 0, the series above generates the Taylor growth of the geometric series and 
given accordingly, as follows:

Definition 1  For two power series in �.

the transform B� � of � by

Then, the Mittag–Leffler sum (MLS) of � is given by lim�→0B��(�).

2.3 � MLCS chaotic maps

Definition 2  By using the MLS, we define a transform and call it Mittag–Leffler–
Chebyshev Summation (MLCS) [34, 35], and by using the summation formula of 
Chebyshev polynomials.

Tn(�) = 2xTn−1(�) − Tn−2(�), n ≥ 2

(1)E�,�(�) =

∞∑
k=0

�k

Γ(�k + �)

(2)E0,�(�) =
1

Γ(�)

1

1 − �

(3)�(�) =

∞∑
n=0

�n�
n,

(4)B��(�) ≡

∞∑
n=0

�n

Γ(1 + �n)
�n

(5)��(�) ∶=

∞∑
n=0

Tn(�)�
n =

1 − �

1 − 2�� + �2

Content courtesy of Springer Nature, terms of use apply. Rights reserved.
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Note that

where

as follows:

satisfying

Figure 2 displays the dynamic plot of the suggested MLCS.
The chaotic assets and the semigroup assets are the two main assets of Chebyshev 

polynomials [36].

(6)Tn(𝜏) = n

n∑
k=0

(−2)k
(n + k − 1)!

(n − k)!(2k)!
(1 − 𝜏)k, n > 0

T0(�) = 1

T1(�) = �

Tn+1(�) = 2� Tn(�) − Tn−1(�),

(7)B���(�) ≡

∞∑
n=0

Tn(�)

Γ(1 + �n)
�n

(8)B���(�) ≡

∞∑
n=0

[
2� Tn−1(�) − Tn−2(�)

]
Γ(1 + �n)

�n.

Table 2   The notations used in 
the proposed procedure

Notation Description

Ci The i  th client
Sj The j th server
RC The registration center
���i The i  th client’s password
��i The i  th client’s identity
B The private key shared among RC and Sj

�i The service period of Sj for Ci
�1 A large prime number
� A random real number
�, � The private keys of RC

Y The random number selected by RC

W The public key of RC , where W ≡ B��� (Y)
(
mod�1

)
�i, �j Two random integers
�(.) A secure one-way hash function
⊕ The exclusive-or operation (XOR)
∥ The concatenation operation
�� Session key

Content courtesy of Springer Nature, terms of use apply. Rights reserved.
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The chaotic assets  The CP map, defined as Tn(�) ∶ [−1, 1] → [−1, 1] with degree 
n > 1, is a chaotic map with its invariant density function f ∗(�) = 1∕

�
�
√
1 − �2

�
 for 

positive Lyapunov exponent 𝜆 = ln n > 0.

The semigroup assets  The possessions of what is called semigroup satisfy the 
subsequent equalities:

where n and l are positive integers and � ∈ [−1, 1].

The Chebyshev polynomial presents two problems [37], both of which are 
thought to be hard to solve in polynomial time:

(1)	 The discrete log (DL) assignment is to catch the integer w with the end aim 
Tn(�) = Y  given two exponents Y and �.

(2)	 Because of three exponents z, Tn(�) , and Tl(�), the Diffie–Hellman problem 
(DHP) assignment is to measure the Tln(�) element.

2.4 � The extended MLCS

Zhang [38] presented that the above semigroup assets hold for CPs characterized by 
(−∞,+∞) interval, which can enhance the property, and takes after:

where n ≥ 2, � ∈ (−∞,+∞), and �1 is a large prime number.
Clearly,

Therefore, the semigroup assets quite hold, and the improved MLCS polynomi-
als too commute under composition. By using the convolution methodology for all 
� ∈ (−∞,+∞), we have the following observation.

Theorem 2.1.  Consider the MLCS B���(�). Then, the recurrent relation is

and the semigroup relation is

Tn
(
Tl(�)

)
= cos

(
ncos(−1)

(
cos

(
lcos(−1)(�)

)))

= cos
(
nlcos(−1)(�)

)

= Tln(�)

= Tl
(
Tn(�)

)
,

(9)Tn(�) =
(
2�Tn−1(�) − Tn−2(�)

)(
mod �1

)
,

(10)Tn
(
Tl(�)

)
≡ Tnl(�) ≡ Tl

(
Tn(�)

)(
mod �1

)

(
B���(�)

)m
=
(
B��

m−1
�

(
B���(�)

))
=
(
B��

m−2
�

(B���

(
�)2

))

(
B��

k
�

(
B��

m
�
(�)

))
=
(
B��

mk
�

(�)
)
=
(
B��

m
�

(
B��

k
�
(�)

))
.
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Proof  The first part is directly obtained by operating m-times MLCS B���(�).

For the second part, we have

�
B��

k
�

�
B��

m
�
(�)

��
=

⎛
⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
k−times

⎞
⎟⎟⎟⎠

�
B��

m
�
(�)

=

⎛⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
k−times

⎞⎟⎟⎟⎠

⎛⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
m−times

⎞⎟⎟⎟⎠

=

⎛⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
k+1−times

⎞⎟⎟⎟⎠

⎛⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
m−1−times

⎞⎟⎟⎟⎠
⋮

=
�
B��

mk
�

(�)
�
.

Fig. 2   The 3D plot of B��� (�) , when α = 0.25, 0.5, 0.75, respectively
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Similarly, we have

3 � The proposed MLCSCM‑based multi‑server authentication with key 
agreement procedure

To solve the security problems, we present a multi-server authentication protocol 
based on the MLCS chaotic maps. The registration center RC chooses a Y random 
number, two random integers (�, �) , random real number � , and a private key 
B = �(� ∥ �) to be exchanged among RC and Sj in our protocol, and then com-
putes W ≡ B���(Y)

(
mod �1

)
 . The master secret keys (�, �) are kept secret by 

RC , and B is sent to Sj through a secure channel. The registration and session key 
agreement and login phases are described in detail and illustrated in Figs. 3 and 4.

�
B��

m
�

�
B��

k
�
(�)

��
=

⎛
⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
m−times

⎞
⎟⎟⎟⎠

�
B��

m
�
(�)

=

⎛
⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
m−times

⎞
⎟⎟⎟⎠

⎛
⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
k−times

⎞
⎟⎟⎟⎠

=

⎛⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
m+1−times

⎞⎟⎟⎟⎠

⎛⎜⎜⎜⎝
B��� (……(B���)

⏟⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏟
k−1−times

⎞⎟⎟⎟⎠
⋮

=
�
B��

mk
�

(�)
�
.

Fig. 3   Registration stage of the presented procedure
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3.1 � Registration stage

When client Ci wants to use a service given by S =
{
S1,S2,… ,Sr

}
 , Ci first chooses 

their ��i identity,���i password, and a random number N  , and then sends {
��i,�

(
���i

)
⊕N

}
 to RC through a secure channel for registration. RC will take 

the following actions after getting the message, as represented in Fig. 3:

(1)	 Calculate Ci ’s secret info Ωi = �
(
��i ∥ �i ∥ B

)
 and 𝜉i = Ωi ⊕�

(
���i

)
⊕N .

(2)	 Store ��i, �i,�i,RPUB,Y,�(.) and �1 on the memory of a smart card and give 
it to Ci.

(3)	 Ci calculates 𝜉�
i
= 𝜉i ⊕N  and substitutes �i with �′

i
 in the smart card.

Fig. 4   Login and session key agreement stage of the presented procedure
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3.2 � Login and session key agreement stage

When client Ci wants to log in to the Sj server during this process, they first insert 
their smart card into a card reader and enter the password ���i . The smart card 
and Sj will execute the following steps, as shown in Fig. 4:

(1)	 The smart card calculates Ωi = 𝜉�
i
⊕�

(
���i

)
 first and then chooses a �i ran-

dom integer. The following is then calculated:

	   A 
{
�ij, C��i,U1,�i

}
 message is created and conveyed to Sj.

(2)	 Subsequently,  gett ing 
{
�ij, C��i,U1,�i

}
 ,  Sj  tests the equation 

�
(
���

i
∥ C��i ∥ �i ∥ Ω�

i
∥ U1 ∥ U

�
2

)
? = �ij by calculating the succeeding:

	   Sj rejects the login request if the equation above does not hold; otherwise, the 
service duration �i is reviewed again to see if it has expired. Sj will terminate 
the service given to Ci if �i expires; otherwise, Sj will update the service duration 
�i with �new

i
= �i − 1 ,  and then calculate the new private info 

Ωnew
i

= �
(
���

i
∥ �new

i
∥ B

)
 for Ci . To cover Ωnew

i
 , Sj calculates 𝜗i = Ω�

i
⊕Ωnew

i
 

and picks a random integer �j . Sj calculates U3 ≡ B���j
(Y)

(
mod�1

)
 and the 

session key �� ≡ B���j

(
U1

)
≡ B���j�i

(Y)
(
mod�1

)
 using the random integer �j . 

Sj then calculates �ji = �
(
���

i
∥ Ω�

i
∥ Ωnew

i
∥ �new

i
∥ U

�
2
∥ U3 ∥ ��

)
 and sends 

the 
{
�ji,U3, �i

}
 message to Ci.

(3)	 T h e  s m a r t  c a r d  v e r i f i e s  t h e  e q u a t i o n 
�
(
��i ∥ Ωi ∥ Ωnew�

i
∥ �new

i
∥ U2 ∥ U3 ∥ ���

)
? = �ji when it receives the {

�ji,U3, �i
}
 message from Sj , by working out the following equation:

	   If the above equation holds, the smart card computes 𝜉new
i

= Ωnew�

i
⊕�

(
���i

)
 

and replaces 
{
�′
i
,�i

}
 with 

{
�new
i

,�new
i

}
 ; otherwise, the relation is dropped. 

��� = �
(
U2 ∥ ���

)
 is then calculated by the smart card and transmitted to the 

server Sj.

Sj confirms the validity of the (��) session key by checking whether the equation 
�
(
U
�
2
∥ ��

)
? = ��� holds after receiving the message 

{
���

}
 from Ci . Both Ci and 

Sj can use �� to secure a subsequent contact session if the session key is right. If this 
relation is not maintained, it will be terminated.

U1 ≡ B���i
(Y)

(
mod�1

)
, U2 ≡ B���i

(W)
(
mod�1

)
,

C��i = ��i ⊕�
(
U1 ∥ U2

)
, �ij = �

(
��i ∥ C��i ∥ �i ∥ Ωi ∥ U1 ∥ U2

)
.

U
�
2
≡ B𝛼�B

(
U1

)(
mod�1

)
, ���

i
= C��i ⊕�

(
U1 ∥ U

�
2

)
, Ω�

i
= �

(
���

i
∥ �i ∥ B

)
.

Ωnew�

i
= 𝜗i ⊕Ωi, �

new
i

= �i − 1, �𝜅�
≡ B𝛼��i

(
U3

)
≡ B𝛼��j�i

(Y)
(
mod�1

)
.
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4 � The formal authentication proof based on BAN logic

Burrows et al. [39] proposed the BAN logic used to verify the accuracy of the pro-
posed procedure. In the area of cryptographic procedure analysis, the BAN logic is 
one of the most recognized methods. The logic allows for a quick, easy, and formal 
study of cryptographic protocols [39, 40]. Here, we describe the basic notations, pri-
orities, and expectations before using the BAN logic. The following are the specifics.

5 � Notations

First of all, we examine the BAN logic’s syntax. We define � , � , as participants 
and � as a formula, respectively. Additionally, we use some examples to examine the 
BAN logic’s syntax and notations [39, 40].

•	 �|≡� : � assumes that � is right.
•	 � ⊲ 𝜌 : � is seen or carried by �.
•	 �|≡� : � trusts on � ’s activities, e.g., �|≡� ⊲ 𝜌 means that � trusts on � hold 

�.
•	 �|⇒ � : � is fully under � ’s influence. This is a term that can be used to refer to a 

certificate authority.
•	 �|∼� : � once said �.
•	 #(�) : � is new, which means it occurred recently, or � is a nonce.
•	 �

�
↔� : � is a private key or secret info communal among � and �.

•	 �
↦

� and �−1 : � has a � public key and a �−1 private key.
•	 {m}� : Plain text m is encrypted by �.�
•	 (�, �) : � or � is one portion of the formula (�, �).
•	 Rule1

Rule2
 : We can conclude Rule2 from Rule1 , e.g., � creates random �

�|≡ #(�)
 means that � pro-

duces � , so � trusts � is fresh.

As shown in Fig. 4, we use the BAN logic to turn our proposed procedure into an 
idealized form. The idealized versions of the messages are as follows:

M1.	 �Ci → Sj ∶ 𝒽
(
C𝒾𝒹i,𝓅i,Ωi, {Y}�i , {Y}B⋅�i

)
, C𝒾𝒹i, {Y}�i ,𝓅i

M2.	� Sj → Ci ∶ 𝒽
(
Ω�

i
,Ωnew

i
,𝓅new

i
, {Y}B⋅�i , {Y}�j , Ci

𝓈�
↔Sj

)
, {Y}�j , �i

M3.	� Ci → Sj ∶ �
(
{Y}�i , Ci

��
↔Sj

)

5.1 � Objectives

The objectives of our projected procedure are then specified in BAN logic syntax. 
Participants in the proposed protocol include legal user Ci , legal user Cj , and trusted 
authority TA . Ci trusts Cj , where Cj is a legal user, and Cj believes Ci is a legal user are 
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the four targets of our procedure. In the BAN logic language, the goals of the pro-
posed procedure are represented as formula O1–O4.

O1.	� Ci|≡Ci
��
↔Sj

O2.	� Sj|≡Ci
��
↔Sj

O3.	� Ci|≡Sj|≡Ci
��
↔Sj

O4.	� Sj|≡Ci|≡Ci
��
↔Sj

5.2 � Expectations

We made the following expectations to analyze our procedure using the BAN logic:

A1.	� Ci|≡#
(
�i
)

A2.	� Sj|≡#
(
�j
)

A3.	� Ci|≡Sj

B

↔RC

A4.	� Sj|≡Sj

B

↔RC

A5.	� Ci|≡Sj|≡Sj

B

↔RC

A6.	� Sj|≡Ci|≡Sj

B

↔RC

A7.	� Ci|≡Sj|⇒Ci
��
↔Sj

A8.	� Sj|≡Ci
��
↔Sj

5.3 � Verification

The correctness of the presented protocol is demonstrated in this subsection by 
evaluating the idealized version of our protocol using the expectations defined in 
Sect. 4.3 and the BAN logic rules. The following are the key steps in the proof:

Ci picks random �i

V1.	� Ci|≡�i
V2.	� Ci|≡#

(
�i
)

Message 1: Ci → Sj ∶ 𝒽
(
{Y}�i , {Y}B⋅�i

)
, {Y}�i

V3.	� Sj ⊲𝒽
(
{Y}𝜂i , {Y}B⋅𝜂i

)
, {Y}𝜂i

V4.	�
Sj⊲𝒽

(
{Y}𝜂i

,{Y}B⋅𝜂i

)
,{Y}𝜂i

Sj|≡ Ci|∼{Y}𝜂i

Sj picks random �j

V5.	� Sj|≡�j
V6.	� Sj|≡#

(
�j
)

Sj calculates the session key Ci
𝓈�
↔Sj = {Y}�i⋅�j

Message 2: Sj → Ci ∶ 𝒽
(
{Y}B⋅�i , {Y}�j , Ci

𝓈�
↔Sj

)
, {Y}�j
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V7.	� Ci ⊲𝒽
(
{Y}B⋅𝜂i , {Y}𝜂j , Ci

𝓈𝜅
↔Sj

)
, {Y}𝜂j

V8.	�
Ci⊲𝜂i,Ci⊲{Y}𝜂j

Ci⊲Ci
�𝜅
↔Sj

V9.	�
Ci⊲𝒽

(
{Y}B⋅𝜂i

,{Y}𝜂j
,Ci

𝓈𝜅
↔Sj

)
,{Y}𝜂j

,Sj|≡ Ci|∼{Y}𝜂i

Ci|≡Sj|∼
(
{Y}B⋅𝜂i

,{Y}𝜂j
,Ci

𝓈𝜅
↔Sj

)

V10.	�
Ci|≡ #(�i),Ci|≡Sj|∼

(
{Y}B⋅�i

,{Y}�j
,Ci

𝓈�
↔Sj

)

Ci|≡Sj|≡
(
{Y}�i

,{Y}�j
,Ci

𝓈�
↔Sj

)

V11.	�
Ci|≡Sj|≡

(
{Y}�i

,{Y}�j
,Ci

��
↔Sj

)

Ci|≡ Sj|≡ Ci
��
↔Sj

V12.	�
Ci|≡Sj|⇒ Ci

��
↔Sj,Ci|≡Sj|≡

(
{Y}�i

,{Y}�j
,Ci

��
↔Sj

)

Ci|≡ Ci
��
↔Sj

Message 3: Ci → Sj ∶ s
(
{Y}�i , Ci

��
↔Sj

)

V13.	� Sj ⊲�
(
{Y}𝜂i , Ci

�𝜅
↔Sj

)

V14.	�  Sj|≡ #(�j)

Sj|≡ #

(
Ci

��
↔Sj

)

V15.	�
Sj⊲�

(
{Y}𝜂i

,Ci
�𝜅
↔Sj

)
,Sj|≡ Ci

�𝜅
↔Sj

Sj|≡ Ci|∼ Ci
�𝜅
↔Sj

V16.	�
Sj|≡ #

(
Ci

��
↔Sj

)
,Sj|≡ Ci|∼ Ci

��
↔Sj

Sj|≡ Ci|≡ Ci
��
↔Sj

As a result of formulas A8, V16, V11, and V12, we can now be assured that our 
current procedure can meet the defined objectives.

6 � Security examinations

This section provides a check to confirm that the proposed protocol supports mutual 
authentication, user anonymity, and perfect forward secrecy. Additionally, we put 
the presented protocol to the test against several attacks, including the replay attack, 
privileged insider attack, Bergamo et al.’s attack, and the known-plaintext attack.

Hypothesis 1  The presented protocol can accomplish privileged insider attacks.

Proof  The user Ci sends 
{
��i,�

(
���i

)
⊕N

}
 to the registration center RC dur-

ing the registration process of our protocol. Since they cannot acquire the random 
number N  , a malicious privileged insider would be unable to deduce Ci ’s password 
and use it to impersonate Ci . As a result, our protocol is unaffected by the privileged 
insider attack.
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Hypothesis 2  The presented protocol can accomplish anonymous client 
authentication.

Proof  If an adversary has eavesdropped on a user Ci ’s contact with the server Sj , 
they can attempt to track Ci ’s true identity and obtain confidential information about 
Ci . The encrypted message C��i = ��i ⊕�

(
U1 ∥ U2

)
 protects Ci ’s true identity in 

our presented protocol. The adversary would have to deal with the MLCS chaotic 
maps-based DLP issue if they tried to extract ��i from C��i . To put it another way, 
we can affirm that our presented protocol gives the user a high degree of anonymity.

Hypothesis 3  The presented protocol can accomplish mutual authentication.

Proof  When the server Sj receives the 
{
�ij, C��i,U1,�i

}
 message from a user Ci dur-

ing the session key agreement and login process of our presented procedure, it tests the 
validity of �

(
���

i
∥ C��i ∥ �i ∥ Ω�

i
∥ U1 ∥ U

�
2

)
? = �ij . Sj considers Ci a legal con-

sumer if the equation holds. Then, �ji = �
(
���

i
∥ Ω�

i
∥ Ωnew

i
∥ �new

i
∥ U

�
2
∥ U3 ∥ ��

)
 

is computed by Sj . 
{
�ji,U3, �i

}
  is the message sent to Ci . Simi-

larly, when Ci receives the message 
{
�ji,U3, �i

}
 from Sj , it verifies that 

�
(
��i ∥ Ωi ∥ Ωnew�

i
∥ �new

i
∥ U2 ∥ U3 ∥ ���

)
? = �ji is true. Ci finds Sj a legitimate 

server if it holds. Since the hidden key B is known only by the RC registration center 
and the server Sj , Ci and Sj store the values Ωi = �

(
��i ∥ �i ∥ B

)
 and B , respectively. 

Finally, the session key sk is produced by both Ci and Sj . This means that the procedure 
provided perfect mutual authentication among Ci and Sj , making it secure against imper-
sonation attacks.

Hypothesis 4  The presented protocol can counterattack replay attacks.

Proof  A replay attack is an arrangement of network attacks in which a legitimate 
chunk of information is maliciously or fraudulently replicated or delayed. Since the 
random nonces �i and �j ensure the freshness of the messages sent, the replay attack 
will fail in its attempt to breach our presented protocol. Only Sj (or Ci ) can implant 
the shared mutual session key (sk) and the secret value U2 in the message �ij (or 
�ji ), except for Ci (or Sj).

Hypothesis 5  The presented protocol can accomplish a known-plaintext attack.

Proof  An adversary can be able to easily find Y , U1 , and U3 , but there is no way 
to extract �i and �j from those values in our presented protocol. The explanation for 
this is that everything has been encrypted using MLCS polynomials, and only the 
client and the server have access to it. Furthermore, the enhanced MLCS polyno-
mials, i.e., enhanced MLCS chaotic maps, are used in our presented protocol, in 
the place of any other ordinary Chebyshev polynomials, where the cosine func-
tion’s periodicity is evaded by extending the interval of y to (−∞,+∞) , not to the 
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indication that the service period �i of any valid client is encrypted by applying 
Ωi = �

(
��i ∥ �i ∥ B

)
 . As a consequence, we accomplish that the known-plaintext 

attack would not affect the new protocol provided.

Hypothesis 6  The presented protocol can accomplish perfect forward secrecy.

Proof  Even if a long-term key or session key is compromised somehow, the adver-
sary would be unable to extract all other session keys from the cracked one [41, 42] 
according to perfect forward secrecy. The smart card and server Sj in our proposed 
protocol calculate the existing session key �� ≡ B���j�i

(Y)
(
mod�1

)
 using the ran-

dom numbers �i and �j . Even if an adversary knew the current session key s� , he/she 
would be unable to use it to calculate any of the other session keys 
�� ≡ B���j�i

(Y)
(
mod�1

)
 because the random numbers in each contact session are 

different. This is how we maintain perfect forward confidentiality with our presented 
protocol.

Hypothesis 7  The presented protocol can accomplish Bergamo et al.’s attack.

Proof  The attack due to Bergamo et al. [32] relies on an adversary being able to 
obtain the related variables Y , U1 , and U3 and derive �i and �j from them. The adver-
sary may be able to simply find Y , U1 , and U3 , but there is no way to extract �i and �j 
from those values in our presented protocol. The elements are encrypted by MLCS 
chaotic maps and identified by the user and the server for this purpose. Our protocol 
also uses improved MLCS chaotic maps, which escape the periodicity of the cosine 

Table 3   Security attributes 
comparisons between presented 
and other associated procedures

SA1 : Privileged insider attack;SA2 : Client anonymity;SA3 : Mutual 
authentication; SA4 : Impersonation attack; SA5 : Replay attack; 
SA6 : Known-plaintext attack;SA7 : Perfect forward secrecy; SA8 : 
Proof of validity; SA9 : Bergamo et al.’s attack
y : Secure; N  : Vulnerable

Proce-
dures →
Security 
attributes↓

[6] [4] [10] [15] [14] [16] Proposed 
procedure

SA1 N N y y y y y

SA2 N y y y y y y

SA3 y y y y y N y

SA4 N y y y y y y

SA5 y y y y y y y

SA6 N N y N N N y

SA7 N N y y y N y

SA8 y N N y y N y

SA9 N N y N N N y
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function by extending the y interval to (−∞,+∞) . As a result, Bergamo et  al.’s 
attack [32] will not impact our presented protocol.

7 � Performance discussions

In this segment, we demonstrate the performance of the projected procedure. Table 3 
compares the security properties of our proposed procedure and the procedures 
given by Tsaur et al. [6], Li et al. [4], Lee et al. [10], Jangirala et al. [15], Irshad 
et al. [14], and Ying and Nayak [16]. Our proposed procedure has an advanced level 
of protection than the other procedures examined. Additionally, we compared the 
computational primitives used in the registration process of our proposed procedure, 
as well as the login and session key agreement stages, to those used in other similar 
procedures.

In this analysis of contrasts, @@we used the following four notations of time 
complexity: �ch, �h, �s , and �ec reported performance time for a Chebyshev chaotic 
map operation, a one-way hash function, a symmetric operation, and one elliptic 

Table 4   Performance assessments between presented and other related procedures

Procedures Registration Login and authenti-
cation

Total (ms)

[6] 4�h + 2�s 7�h + 7�s 11�h + 9�s ≈ 6.4ms

[4] 4�h + 2�s 7�h + 7�s 11�h + 9�s ≈ 6.4 ms

[10] 3�h 11�h + 6�ch 14�h + 6�ch ≈ 6.4ms

[15] 8�h 25�h 33�h ≈ 10.56ms

[14] 3�h 29�h + 6�ch 32�h + 6�ch ≈ 12.16ms

[16] 4�h + 2�ec 9�h + 7�ec 13�h + 9�ec ≈ 212.96ms

Proposed procedure 3�h 9�h + 6�ch 12�h + 6�ch ≈ 5.76ms

Fig. 5   Total communication cost (ms)

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



4956	 C. Meshram et al.

1 3

curve scale multiplication, respectively. The relations among �h, �ch, �s , and �ec with 
respect to �h 

(
�h = 0.32ms

)
 have been recognized in several works [17–19, 43]. The 

following is the relationship and order of computational complexity between the 
metrics: �ch ≈ �h, �s ≈ �h, �ec ≈ 72.5�h, and �h ≈ �ch ≈ �s < �ec . Table 4 displays 
the proposed procedures and the main consuming operations of the existing proce-
dures. Comparisons of total computing costs in milliseconds (ms) are also shown in 
Fig. 5.

By contrast, due to the utilization of the Chebyshev chaotic maps and hash func-
tions, our proposed procedure can provide comprehensive security assurance at a 
low computation cost while demonstrating very high efficiency.

8 � Conclusion

This paper introduces an efficient Mittag–Leffler–Chebyshev Summation Chaotic 
Map (MLCSCM)-based multi-server authentication protocol with the key agree-
ment and analyzed its security and performance characteristics. Additionally, we 
demonstrated the generalization of the proposed MLCSCM for application in multi-
server platforms. Compared to the recently published literature, our proposed proto-
col shows high efficiency and unique security features, provides fierce resistance to 
numerous attacks, and achieves perfect forward secrecy. However, the detailed secu-
rity assurance is that our proposed procedure offers only a slight, very fair increase 
in computation cost due to the use of the MLCSCM and hash operations. Finally, we 
can conclude that the proposed procedure is both safe and highly efficient. In future 
work, the potentials of the proposed procedure would be harnessed to provide an 
efficient dynamic identity-based authentication procedure for multi-gateway wire-
less sensor networks operating in multi-server environments.
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