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Abstract—Internet of Things (IoT) consists of numerous smart
devices for sharing sensed data through the availability of online
services. Direct communication by smart devices with people to
identify parameters of healthcare and send them to a central
repository is crucial. There is a need to secure messages among the
sender and recipient during data exchange in order to tackle the
malicious attacks by human. To provide secure communication,
various signature-based schemes are presented in the literature.
However, smart devices require lightweight tasks by guaranteeing
essential security strengths. The main difficulty in signature-based
methods is more computational cost incurred for signature and
verification stages involving large numbers. This article introduces
a lightweight provably secure short digital signature technique for
safe communication amongst smart devices in human-centered
IoT (HCIoT), the security of which is closely related to an ex-
tended chaotic maps assumption in a random oracle model (ROM).
Moreover, we used less comprehensive operations to accomplish
processes of verification and signing, similar to human signing on
legitimate documents and then check as per witness. The proposed
technique provides a stronger guarantee of protection than existing
signature techniques. The key advantage of the presented tech-
nique over the DSA techniques is that it takes less computation in
the verification stage and signing length; it retains the degree of
protection. The presented short signature takes less bandwidth for
communication, storage, and computing resources.
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LIST OF NOTATIONS

u Private key.
v Public key.
𝒯 Chebyshev chaotic maps.
r Random number per message.
𝒽1,𝒽2 One Way Hash Functions.
ℳ Message.
ℬ First parameter of signature.
𝓈 Second parameter of signature.
σ Digital signature.
𝓆 Large prime number of bit length.
𝓅 Large prime factors of 𝓆− 1.

I. INTRODUCTION

TODAY is the era of Internet of Things (IoT) wherein
different types of devices are connected to the Internet.

These devices can be home appliances, agricultural equipment,
manufacturing devices, industry tools, energy meter, mining
sensors, healthcare monitoring instruments, environment equip-
ment, surveillance systems, smart homes, smart cities, and smart
grids among others, which comprise the machine-to-machine
(M2M) model. With the advent of IoT-enabled devices, it is
very easy to monitor or control various kinds of systems on the
finger tips. IoT devices are smart enough to share and exchange
data over public Internet to store on cloud. IoT is a powerful
tool to apply on varieties of domains and proves the vital role by
providing significant advantages. Ashton presented the notion
of “IoT” and IoT devices came into existence in 2005. Since
then tremendous evolution in IoTs has been reported; starting
from the invention of basic smart devices to human centered
sophisticated devices [1]. Thus, IoT devices received wide ac-
ceptance to use in various areas such as smart environment and
human-centered design. The different methodologies have been
adopted by the researchers to develop and experiment with IoT-
enabled systems in a wide range of applications [2]. In addition,
the architectures presented to investigate real-world problems
are developed using the notion of IoT [3]. This motivates the
research in IoTs to explore more possibilities in order to utilize
the tremendous power of IoTs.
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The application of IoT has been witnessed in various domains
ranging from industry automation to healthcare. Mostly, all the
efforts are utilized to develop hardware platform, applications,
better communication, and less emphasis has been put on user
involvement and experience, and policies for security and pri-
vacy. This means, less emphasis has been given to human-related
IoT.

Subsequently, we investigate human-centered IoT (HCIoT)
enabled devices to offer more preference to human viewpoint
in technology. HCIoT is an upcoming field of research that
connects to various aspects of life including smart cards, e-
commerce, business, healthcare, and sensitive private data. For
example, the smart systems still need the involvement of human
to start the system initially. Moreover, observations obtained
from the smart systems need to provide information as per
the suitability of human rather than smart devices. With the
availability of various smart devices, information exchange got
new dimension in IoT and communication networks. The study
shows the impact of socio-technical framework for the assess-
ment and prediction of the growth of IoT in South Korea [4]. In
addition, the complexity between technical and social aspects
involving HCIoT, and various opportunities and challenges are
highlighted. Nevertheless, the involvement of human–computer
interface (HCI) in IoT opens an avenue for the design of HCI-IoT
[5]. This will be very useful in HCIoT wherein more concern is
given to human-centered design. Hence, IoT is not only M2M
paradigm, but humans are also involved as an important base,
which is called humanized IoT, i.e., H-IoT [6]. Consequently,
semantic technologies are utilized to add intelligence to IoT
systems, but it is still more device-centric rather than human-
centric. An Open Things [7] platform is proposed to facilitate
applications of semantic technologies to build human-centered
systems in the context of spatial and temporal aspect.

Nevertheless, there are many opportunities and challenges in
the design of HCIoT [8]. Thus, we need not only to focus on
performance, communication, integration, and interoperability
of the IoT system, but also and even more on features of user’s
application, need of a user and motivation in human-centered
IoT.

In HCIoT, information is exchanged between the devices over
the public communication channel. Hence, deceptive activities
come in existence to steal or change the information. Due to this,
maintaining secrecy and privacy during the time of transmission
is the major challenge. Thus, we need more efficient and robust
security mechanism for the exchange of information. IoT de-
vices are resource-constrained and loose the resources on heavy
computation. So, the regular digital signature algorithms (DSA)
are not suitable to apply. For IoT, we need fast and lightweight
short-size signature security scheme.

In [9], new security threats and challenges are highlighted
based on new IoT features, i.e., new IoT devices will need new
security mechanism. How the latest advancement in IoT features
and IoT security have an effect on existing security methods? For
the security of HCIoT, we need the lightweight security method
to adjust with capability of devices. A lightweight and secure
scheme for smart grid based on key agreement utilizing elliptic
curve cryptography (ECC) is proposed in [10]. The article

claimed that the scope of attack of the attacker is negligible.
In HCIoT, the authentication is the first step to enter into the
system, so we have to prevent from unauthorized user to access
the system. Vijayakumar et al. [11] presented authentication
scheme to handle user anonymity for IoT-enabled wireless body
area networks (WBAN) to monitor patient’s data and send data
to distant doctors, maintaining the anonymity of both patient and
doctor.

Recently, RSA and BLS (Boneh–Lynn–Shacham) are used
to verify the data integrity for Cloud-IoT using short signature,
as illustrated in [12]–[14]. The issue with this scheme is the
overheads of RSA computation and low efficiency of hash func-
tion for batch signature. In [15], investigation is performed on
Wang et al.’s [16] scheme, and improved proxy resignature using
identity is proposed, which overcomes the universal forgery
attack. The novel certificate-based proxy signature method for
Industrial IoT (IIoT) is proposed in [17]. This scheme has
utilized the random oracle model (ROM) to achieve security.
A new group signature scheme using lattice is suggested by Luo
and Jiang [18]. The signature of the person in a group can be
verified on lattice. The security of this scheme is proved on the
basis of anonymity and traceability using ROM.

A short-signature scheme using the chaotic map is more effi-
cient and takes less computational cost. Thus, we adopt chaotic
maps in our proposal of short-signature scheme for security in
HCIoT. More efficient authentication schemes were proposed by
Meshram et al. [19], [20] using extended chaotic maps, results
obtained in these schemes witness the suitability of chaotic maps
as a good choice for the proposed new security scheme.

Protection of data integrity using bilinear pairing for the ID-
based combined signature method for wireless sensor network
(WSN) is presented in [21]. The combined signature obtained
from cluster specifically WSN is verified by a designated verifier.
The prominent features of ID-based cryptography and aggregate
signature are employed by the authors to provide data integrity
with optimized bandwidth utilization. The proposed method
achieves partial aggregation of signatures, and then needs pair-
ings linearly. Moreover, to verify aggregation, it also requires
more pairings. Progressively, bilinear pairing for group signature
approach is also applied in IIoT [22] to secure event notification
(in publish/subscribe platform), i.e., messages exchanged be-
tween IoT nodes. By using group signatures mechanism, man-
agement of certificates, violating node decoupling, and extreme
resource utilization can be avoided.

To do so, ID-based cryptosystem and bilinear pairings are
adopted. The problem with this approach has to do with key
revocation. Nevertheless, it takes time to test the bilinear maps
used by the pairing-based short-signature schemes. Cui et al.
[37] introduced new server-aided attribute-based signature with
revocation, which not only securely mitigates user workloads in
verifying and generating signatures, but also allows user revoca-
tion by making the server instantly avoid signature generations
for revoked signers. However, these techniques are based on bi-
linear pairing. Therefore, the storage efficiency of the techniques
in [22] and [37] comes at the cost of sacrificing efficiency in
computation. In addition, these short-signature schemes are not
as computationally efficient as the DSA-type signing schemes.
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Therefore, the storage efficiency of pairing-based signatures
comes at the cost of sacrificing efficiency in computation.

This article presents a lightweight provably secure digital
short-signature technique (DSST) using extended chaotic maps
for smart devices in HCIoT. It utilizes the less comprehensive
operations based on extended chaotic maps to produce the
security credentials during verification and signing operations.
This technique’s key benefit over the DSA signature scheme
is reduction in the computation process for verification as well
as the signature length by one-fourth. The technique is demon-
strated with exemplary simple step-by-step values to display
proof of notion. This reduces computation and communication
overheads, and coordination along with increased flexibility
compared to current comprehensive operations based on the
real number in DSA-based schemes. In addition, we show that
the security of our proposed technique is closely linked, if not
strongly, to the complexity of solving extended chaotic maps.
Under adaptive selected attacks in ROM, we present an effective
proof of security for unforgeability exists, i.e., the presented
technique offers superior security guarantees than current DL-
based signature methods. The presented technique does not
utilize pairings, which result in effortlessness implementation
and higher efficiency; it neither depends on the fairly untested
nor recent hardness assumptions associated with pairing-based
cryptography. Results show that our technique is less time con-
suming for verification and signature processing when compared
to competing schemes. Moreover, less time for verification of
differences in message length, less communication cost required
for messages with signatures, less bytes exposed by undermining
devices, and less possibility of negotiating midway devices.

This article is structured as follows. Section II defines the
description and terminology related to the present scheme. The
proposed new techniques are listed in Section III. Section IV
explains the security target of signature techniques, security
models, and provably security in ROM, and we present a reduc-
tionist proof of security against forgery exists under the adaptive
selected message attacks (EUF-CMA) in ROM. Section V com-
pares our proposed scheme with other competing techniques.
Finally, Section VI concludes the article.

II. RELATED MATERIALS

There has been considerable interest in researching the be-
havior of chaotic processes over the past decade. Responsive
reliance on initial conditions, resemblance to random behav-
ior, and continuous broadband power spectrum define them.
Chaos has potential applications in several functional blocks
of a digital communication system: encryption; compression;
and modulation. The probability for self-synchronization of
chaotic oscillation has generated an avalanche of works on the
application of chaos in cryptography. Chebyshev polynomial
plays a crucial role in the study of chaos. Chebyshev polynomial
maps have chaotic properties, which are suitable for crypto-
graphic purposes. In addition to the semigroup property, the
pseudorandomness of these polynomials is an attractive feature
for cryptographically purposes such as enhancing the security
and efficiency. In this section, we review Chebyshev chaotic

maps and Chebyshev polynomial maps, which will be used in
the proposed technique. We will then define some necessary
notations used in the article the Nomenclature section.

A. Chebyshev Chaotic Maps

Here, we elaborate on the functionality of Chebyshev poly-
nomials [23]. A polynomial 𝒯𝓀(𝓏) is a Chebyshev polynomial
with a degree 𝓀 in the variant 𝓏. Let us have an exponent 𝓏
and 𝓏 ∈ [−1, 1], and an integer n. The polynomial Chebyshev
is defined as follows:

𝒯𝓀 (𝓏) = cos (𝓀 × arccos (𝓏)) ,𝒯0 (𝓏) =1,𝒯1 (𝓏) = 𝓍, ..,

𝒯𝓀 (𝓏) =2𝓏𝒯𝓀−1 (𝓏)− 𝒯𝓀−2 (𝓏) ;𝓀 ≥ 2.

Here, cos(𝓏) and arccos(𝓏) are trigonometric [24] functions
defined as arcos : [−1, 1] →[0, π] and cos : ℛ→ [−1, 1].
Two essential properties of Chebyshev polynomials [25], [26]
are adopted, i.e., chaotic and semigroup property.

1) Chaotic property: The Chebyshev polynomial map, char-
acterized as 𝒯𝓀 : [−1, 1] → [−1, 1] using degree 𝓀 >
1, is a chaotic map with its exponent density function be-
ing 𝒻∗ (𝓍) = 1

(π
√
1−𝓏2) with positive Lyapunov exponent

λ = In 𝓀 > 0.
2) Semigroup property:

𝒯𝓁 (𝒯𝓌 (𝓏)) = cos
(
𝓁 cos−1

(
cos
(
𝓌 cos−1 (𝓏)

)))
= cos

(
𝓁𝓌 cos−1 (𝓏)

)
= 𝒯𝓌𝓁 (𝓏) = 𝒯𝓌 (𝒯𝓁 (𝓏))

where𝓌 and 𝓁 serve as a positive integers with 𝓏 ∈ [−1, 1].
Chebyshev polynomials have two problems, and are difficult

to handle in polynomial time.
1) The DL’s task is to identify an integer 𝓌 where objective

is 𝒯𝓌 (𝓏) = 𝓎 for known two components 𝓏 and 𝓎.
2) Diffie–Hellman problem’s (DHP) task is the estimation of

exponent 𝒯𝓁𝓌(𝓏) for given three components 𝓏, 𝒯𝓌(𝓏),
and 𝒯𝓁(𝓏).

B. Extended Chaotic Maps

In 2008, Zhang [27] showed that the semigroup property sat-
isfies Chebyshev polynomials in the interval (−∞, +∞). The
enhancement can be done by the following equation:

𝒯𝓀 (𝓏) = (2𝓏𝒯𝓀−1 (𝓏)− 𝒯𝓀−2 (𝓏)) (mod 𝓆)

where 𝓀 ≥ 2, 𝓏 ∈ (−∞, +∞), and prime number 𝓆. Now,
we find the recurrence relations, 𝒯𝓀 (𝓏) = 12𝒯𝓀−1(𝓏)−
𝒯𝓀−2(𝓏)) (mod 13) with 𝒯1 (𝓏) = 6 and 𝒯0 (𝓏) = 1, where
𝓆 = 13.Then, the values of 𝒯𝓀(𝓏) are 1, 6, 6, 1, 6, 6, …, which
are generated from aforementioned recurrence. The period cho-
sen is 𝒯 = 3 [20], [28]. Obviously,

𝒯𝓁 (𝒯𝓌 (𝓏)) ≡ 𝒯𝓌𝓁 (𝓏) ≡ 𝒯𝓌 (𝒯𝓁 (𝓏)) (mod 𝓆) .

Still holds semigroup property, and enhanced Chebyshev
polynomials still can transform under composition. The nota-
tions used here are listed in Nomenclature section for DSST.
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Fig. 1. Proposed digital short signature and verification using extended chaotic
maps.

III. PROPOSED DIGITAL SHORT-SIGNATURE TECHNIQUE

A. Digital Short-Signature Technique (DSST) for HCIoT

In this section, we propose DSST, which uses a novel method
for verification and signature operations based on extended
chaotic maps. Compared to previous DL, integer factoriza-
tion, and paring-based digital signature systems, our technique
achieves better protection for smaller bit sizes.

Using ECM to build DSST makes it more stable than pre-
liminary ones. With 𝓅|(𝓆− 1), let 𝓆 and 𝓅 be large prime
numbers. Also, let G𝓎,𝓆 = {𝓎0,𝓎1, . . . ,𝓎𝓅−1} be a subgroup
of 𝓏∗𝓆, the multiplicative group with order 𝓆, where 𝓎 is
a generator. We have adopted one way secure hash func-
tions like𝒽1 and𝒽2, where𝒽1 : {0, 1}∗ × 𝓏∗𝓆 → {0, 1}

𝓂𝓅
2 and

𝒽2 : {0, 1}∗ → 𝓏∗𝓆. We will ignore the “(mod 𝓅)′′ and
“(mod 𝓆)′′ indicators for convenience in notation. We denote
the 𝓅 by |𝓅| =𝓂𝓅 bit length, and 𝓆 by |𝓆| =𝓂p bit length.

The notation 𝒷
R← 𝒮 implies that it is a randomly selected from

a set 𝒮 and maintaining uniformity.
Digital signature consists of a series of bits determined by

certain laws and criteria utilized to define to check the validity of
message and signatory. A known parameters, which is specific to
user community, i.e., public integer (𝓆, ℬ) is used in DSST. The
value of𝓆must be high enough to avoid simple calculation of the
extended chaotic maps. The message is signed by the signer’s

(like Alice) private key u
R← 𝓏∗𝓅 and signatures validation is done

by analogous public key v ← 𝒯u(𝓎). The random number r is
utilized to generate the signature for every message. The biggest
popular devisor of (u, 𝓆 − 1) = 1 and the signer must select u
secretly. The required signature is σ = ( ℬ, 𝓈). Fig. 1 consists
of the signature process at the signer and verification process at
verifier likes Alice and Bob, respectively.

B. DSST—Signature and Verification Processes

The random number r is initially generated during the sig-
nature process, and then the hash function 𝒽2 is applied over

Fig. 2. Signature generation method for ECM-DSST based on F1 and F2.

the message ℳ to generate 𝒜. Next, calculate 𝓀 using 𝒜, 𝒯,
and r in function F1. Applying hash function 𝒽1 over ℳand
𝓀 produces digital signature ℬ, as a first component. Similarly,
digital signature second part 𝓈 is produced in F2 using ℬ, r,
and u. To ensure its power, r is chosen absolutely random and
very unique for every signature. It was measured for enhancing
randomness by involving current hash and private key.

In this section, we proposed Alice as a signer, and Bob as
a receiver verifier. Initially, we choose prime numbers, which
consist of 100 or 200 digits. Then, based on parameters, Alice
selects u as a Private Key and generates v ← 𝒯u(𝓎) as a Public
Key. Private key is confidential, and it is passed to Bob by public
key. The F1 = 𝒜.𝒯r(𝓎) function and its SHA-1-based hash
function𝒽1(ℳ,𝓀) is computed in pseudocode I to obtain ℬ as
per step 2. Likewise, according to step 3, F2 = r − ℬu, which
is equal to 𝓈. Now, Alice produces the digital signature ( ℬ, 𝓈),
as illustrated in Fig. 2 and then forwards the public key to Bob.

During verification at receiver, Bob as verifier. Initially, com-
pute𝒜 = 𝒽2 (ℳ) and then sender’s public key v,𝒜, generator
(𝒯), and digital signature ( ℬ, 𝓈) are used for the computation
of 𝓀′ in function F3. Now, concatenation of ℳ with 𝓀′ is
performed and it is added to Hash function 𝒽1 to obtain ℬ′.
Finally, comparison of ℬ′and ℬ is performed, as shown in Fig. 3.
If ℬ′and ℬ are equal, then the message is original, which was
sent by Alice, then any intermediate node or person may change
the message. Furthermore, the proof of validity for checking the
proposed scheme is provided in Proof I.

IV. SECURITY MODEL AND PROOF OF SECURITY

First, we review the prototype of the security investigation
for proposed DSSTs. Second, we see the concept of the ran-
dom oracle and the “provable security.” Last, we provide a
near-reductionist technique to prove that our DSST is safe to
prevent existential forgery (EUF) in the setup of chosen attacks
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Fig. 3. Signature verification process for ECM-DSST using F3.

in ROM assuming extended chaotic maps are difficult under
HCIoT environments.

A. Security Model of Signature Technique

Goldwasser et al. [30] provided the basic security description
of the DSSTs, which is the first technique to satisfy. Three
types of attacks are targeted: universal forgery, EUF, and total
break. Nonetheless, the devices that the foe may use to un-
dermine the signature’s protection will also differ. First case,
foe just knows the signer’s public key. Second case, foe has
access to a collection of correct pairs (message, signature). The
adaptive chosen-message attack (CMA) is strong, where the
enemy will allow the signer’s sign for some of his/her chosen
message based on previously received question responses. If the
algorithm for signature generation is not deterministic, many
signatures can exist that correspond to a single given message.
Single-occurrence adaptive chosen-message attack (SO-CMA)
[34], which compromises security, permits the foe to ask for each
message at most one signature.

Definition 2 (DSST’s Existential CMA Security): We con-
clude that A(t,𝓅𝒽1

,𝓅sig, ε), probabilistic algorithm—breaks
a digital short-signature procedure (SSP) when running for t
steps, and creating adaptive queries of 𝓅𝒽1

to the hash function
oracles. Then demanding signatures (𝓅sig) for adaptively chosen
messages, (ℳ, σ) forged signature is produced by A for some
message M with ε probability, where probability is based on
coins of A, Gen algorithm, Sig algorithm, and hash function or-
acles. The DSST is (t,𝓅𝒽1

,𝓅sig, ε)-secure if it (t,𝓅𝒽1
,𝓅sig, ε)

cannot be broken by any forger.
Definition 3 (ECM Assumption): Probabilistic algorithm (S)

is said to (t,ℰ)—breaks ECM in a group G𝓎,𝓆, if S runs in a

maximum of t steps and calculates the extended chaotic maps
ECM𝓎,𝓆 (𝒯𝒷(𝓎)) = 𝒷 given input (𝓎,𝓆,𝓅) and 𝒯𝒷(𝓎) with
ℰ probability, where probability is based on uniformly selected
coins of S and 𝒷 from 𝓏∗𝓆. We say that group G𝓎,𝓆 is a (t,ℰ)—
ECM group if no algorithm in group G𝓎,𝓆 can split ECM.

B. Provable Security and ROM

The security assurance to users may be provided by the
strong mathematics adapted by extended chaotic maps; factoring
is hard to solve. Following the suggestions of [31] and [32]
proposed a “ROM” to provide validated proven security for
the cryptosystems. The hash function is utilized as an oracle
to produce a random number for each and every new query.
A reductionist technique of a logical assumption-contradicting
method is used by foe. Probabilities are considered on coins
tosses as well as random oracles. In reality, hash function, which
is well-constructed, often does not produce random responses.
Consequently, the value of the proofs performed in ROM is
controversial. In [33], the authors developed “artificial” coun-
terpart that is “provably secure” in ROM. Nevertheless, at least
a random-model security proof will make a good argument for
the SSP to secure.

C. Security Proof of the Presented DSST Using ECM

The proposed DSST is a general digital signature tech-
nique considered in [36]. Given an input message ℳ, we can
produce (σ1, ℬ, σ2) in which σ1 randomly choses its value
in a set that consists of larger values. ℬ is a hash value
(𝒽1(ℳ, σ1),𝒽2(ℳ)) and σ2 depends only on σ1, ℳ, and
ℬ. The following generic result can be obtained through explicit
use of techniques in [36].

Theorem 1 (Forking lemma): Let𝒰 be a Turing machine with
probabilistic polynomial time, the input of which contains public
information only. By R and 𝓞, we denote count of relevant
queries 𝒰 may request from the random oracle, and count of
relevant queries A may request from the signer, respectively.
Suppose in time limit T, 𝒰 produces a valid (ℳ, σ1, ℬ, σ2)

signature with a probability of ℰ ≥ 10(𝒪+ 1)(𝒪+ℛ)
2k

. If the triple
(σ1, ℬ, σ2) can be simulated with an indistinguishable prob-
ability of distribution without knowing the secret key, then
there is another system that has control over the machine,
which can be obtained from 𝒰 by replacing the interaction
with the signer with a simulation and which produces two
valid signatures ( ℳ, σ1, ℬ, σ2) and (ℳ, σ1, ℬ

′, σ′2) such
that (𝒽1(ℳ, σ1),𝒽2(ℳ)) �= (𝒽1

′(ℳ, σ1),𝒽2(ℳ)) in the
predicted time T ′ ≤ 120686T/ℰ.

In the notation of our presented technique, we find
two equations: 𝒽2(ℳ)𝒯𝓈(𝓎)𝒯𝒽1(ℳ,𝓀) (v) = 𝓀 and
𝒽2(ℳ)𝒯𝓈′(𝓎)𝒯𝒽′1(ℳ,𝓀) (v) = 𝓀.

From these, the secret value can be determined

u = (𝓈− 𝓈′) /𝒽′1 (ℳ,𝓀)− 𝒽1 (ℳ,𝓀)).

Though, the reductionist technique of Forking lemma is not
effective, due to the fact that DSST’s security and ECM’s
hardness relation gets compromised. Naturally, when simulator
responds to the query𝒽2(ℳ) by 𝓀𝒯t(𝓎), as a replacement for a
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random number t in𝓏∗𝓆 (note: simulator responds to the𝒽2-query
𝒽2(ℳ) by random number t in 𝓏∗𝓆 as per proof of Theorem
1), then the secret value u = (−𝓈− t)/𝒽1(ℳ,𝓀) would be
obtained. Therefore, oracle replay attack is not needed. Thus,
we want to propose a more powerful reductionist technique in
depth. The following theorem provides an intimate relationship
between the DSST security and the ECM problem’s hardness.

Theorem 2: Let G𝓎,𝓆 be a (t′, ε′)- ECM group, then the
DSST in the ROM is (t,𝒬𝒽1

,𝒬𝒽2
,𝒬sig, ε)secure against

EUF-CMA, where t′ ≈ 3( t2 + 𝒞e(𝒬𝓈 +
𝒬𝒽2
2 )) and ε′ ≈

( ε2 − 1
2(𝓂𝓅/2+1) − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2(𝓂𝓆+1) ) + (ε− 1
2𝓂𝓅/2 − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2𝓂𝓆 )3

( 1
16 + 1

8𝒬𝒽1
). Here, 𝒞e refers to the cost of computing a long

exponentiation in G𝓎,𝓆 group.
Proof: We utilize the ROM to prove security of DSST. Sup-

pose we get a EUF-CMA forger𝒰 that is (t,𝒬𝒽1
,𝒬𝒽2

, 𝒬sig, ε)−
splits the DSST. Here, 𝒰 is a probabilistic polynomial time
program that is provided with long public series of random bits,
and can query a polynomial number of questions to the random
oracles 𝒽1,𝒽2, S.

As a “simulator,” we want to create an algorithm S, which
takes (𝓆,𝓅,𝓎, v) as input. S attempts to use 𝒰 to compute
the ECM, i.e., 𝒯v(𝓎) as a computer program. Algorithm S
simulates one or two DSST runs to forger A. Algorithm S
responds to hash queries 𝒽1 and 𝒽2 by A, S signature queries,
and attempts to turn A’s potential forgeries (ℳ, σ) into an ECM,
i.e., 𝒯v(𝓎) solution. Algorithm S begins the first simulation by
supplying (𝓆,𝓅,𝓎, v) and a long series of random bits for A.
Then, S responds as follows to A’s queries.

Responding 𝒽1-Oracle Queries: If A exposes a random
oracle query (ℳi,𝓀i) in which 1 ≤ i ≤ 𝒬𝒽1

, S lookup
the 𝒽1-list (query-response list) in which entries contain of
tuples ((ℳi,𝓀i) ℬi) to acquire the conforming answer. If tuple
((ℳi,𝓀i), ℬi) is in the 𝒽1-list, S replies with ℬi, then S
uniformly at random generates ℬifrom 𝓏∗𝓅, responds with it,
and enhances tuple ((ℳi,𝓀i), ℬi) to the 𝒽1-list.

Responding 𝒽2-Oracle Queries: If 𝒰 subjects a random
oracle query (ℳi), where 1 ≤ i ≤ 𝒬𝒽2

, S lookup the
𝒽2-list (list of query–reply) where entries contain of tuples
((ℳi), 𝒜i, ti) to acquire the conforming response. If the 𝒽2-
list includes a tuple ((ℳi), 𝒜i, ti), then S responds with
𝒜i. If (ℳi) is a fresh query, S will lookup the 𝒽1-list. If
the 𝒽1-list contains some tuples ((ℳi,𝓀i) ℬi), S picks up
one 𝓀i, generates ti from 𝓏∗𝓅 uniformly at random, calculates
𝒜i = 𝓀i 𝒯ti(𝓎) and responds with𝒜i. S attaches 𝒽2-list with
the tuple ((ℳi), 𝒜i, ti). If no tuple ((ℳi,𝓀i) ℬi) exists in the
𝒽1-list, S uniformly generates ti from 𝓏∗𝓅 at random, calculates
𝒜i = 𝒯ti (𝓎), and responds with 𝒜i. S attaches the 𝒽2-list
with the tuple ((ℳi), 𝒜i, 0).

Responding S-Oracle Queries: If 𝒰 exposes a query for
signature (ℳi) in which 1 ≤ i ≤ 𝒬𝓈, S looks up the S-list
(list of query–response) in which entries contain (ℳi, ℬi, 𝓈i)
to acquire the correct response. If there is a tuple (ℳi, ℬi, 𝓈i)
occurs in S-list then S responds with ( ℬi, 𝓈i). In the circum-
stance that (ℳi) is a fresh query for signature, S looks up
the 𝒽2-list for the first time. If the 𝒽2-list includes a tuple
((ℳi), 𝒜i, ti), S picks𝒜i. Otherwise, S uniformly produces

ti at random from𝓏∗𝓅, computes𝒜i = 𝒯ti (𝓎), and adds the tuple
((ℳi), 𝒜i, 0) to the 𝒽2-list. Then, S uniformly selects 𝓈i, ℬ′i
from 𝓏∗𝓅 at random and calculates 𝓀i = 𝒜i 𝒯ℬ′i(v)𝒯𝓈i(𝓎). S
replies with (ℳi, ℬ

′
i, 𝓈i), improves the tuple (ℳi, ℬ

′
i, 𝓈i), to

S-list, and improves the tuple (ℳi, ℬ
′
i,𝓀i) to 𝒽1-list. If tuple

((ℳi,𝓀i) ℬi) is in the 𝒽1-list with ℬi �= ℬ′i, the simulation
will be aborted and restarted (this unfortunate occurrence is at

most probability,
(𝒬𝒽1+𝒬𝒽2 )

2𝓂𝓅/2 ).
Clearly, the simulation is done using oracles that pro-

duce the outputs which are totally different than real at-
tacks. By supposition, forger 𝒰 proceeds a new legal mes-
sage and signature tuple (ℳ, ℬ, 𝓈) with probability ε.
If 𝒰 has not inquired 𝒽2 (ℳ) or 𝒽1(ℳ,𝓀), the proba-
bility is Pr{𝒽1 (ℳ,𝒽2 (ℳ)𝒯𝓈(𝓎)𝒯ℬ(v)) = ℬ} ≤ 1

2𝓂𝓅/2 ,
since both 𝒽2 (ℳ) and 𝒽1(ℳ,𝓀) are chosen randomly.

Therefore, with the probability (ε− 1
2𝓂𝓅/2 − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2𝓂𝓆 ), the
forger 𝒰 proceeds a fresh signature (ℳ, ℬ, 𝓈) such that
𝒽1 (ℳ,𝒽2 (ℳ)𝒯𝓈(𝓎)𝒯ℬ(v)) = ℬ and 𝒽2 (ℳ) ∈ 𝒽2 −
list, 𝒽1(ℳ,𝓀) ∈ 𝒽1 − list.The 𝒽2-list contains two types of
entries. If 𝒽2 (ℳ) = 𝓀𝒯t(𝓎), then 𝒽2 (ℳ)𝒯𝓈(𝓎)𝒯ℬ (v) =
𝓀 implies𝒯1(𝒯𝓈(𝓎))𝒯ℬ (v) = 1, and u = (−t− 𝓈)/ ℬ. It is
assumed that the number of𝒽1-query (ℳ,𝓀) with𝒽2 (ℳ) =
𝓀𝒯t(𝓎) is γ𝓅𝒽1 . Thus, in the first simulation, the probability
of solving the ECM is γ. Suppose, S gets the signature and
message pair (ℳj, ℬj,𝓈j) in the first simulation, with ℬj =
𝒽1 (ℳj,𝓀j) and𝒽2(ℳj) �= 𝓀j𝒯tj(𝓎). By providing the same
(𝓆,𝓅,𝓎, v), Algorithm S will start the second simulation with
the probability (1− γ). S gives the forger 𝒰 the same random
bits sequence, similar random responses to hash function and
signature queries as those in the first simulation before 𝒰 re-
quests for 𝒽1(ℳj,𝓀j). At this argument, S provides various
series of random bits, signatures, and different values for random
functions. The only difference is that if the 𝒽2-query (ℳj)
is requested after this argument, S responds with the same
value which is at the time of first simulation. Here, we utilize
“Forking lemma” in [36]. We expect that it will yield signature
(ℳj, ℬj,𝓈j) this time around such that 𝒽2(ℳi) �= 𝓀i𝒯ti(𝓎)
and𝒽2(ℳi)𝒯𝓈i(𝓎)𝒯ℬi

(v) or the signature (ℳj, ℬ
′
j, 𝓈
′
j) with

ℬ′j �= ℬj.
Thus, we utilize the “Splitting lemma” [29] to measure the

probability at which𝒰would work as expected. Let U be the set
of probable random bits series and random function estimates
that carry forger 𝒰 up to the argument where 𝒰 requests for
𝒽1(ℳj,𝓀j). Let V be the set of probable random bit series
and random function estimates after that. By inference, the
probability at which 𝒰 supplying the series of random bits and
random estimates (u||v), produces a forgery is ε for any ubiquity
u ∈ U, v ∈ V. Using “Splitting lemma,” a “agreeable” subset
occurs Ω ∈ U such that

1) Pr{u ∈ Ω} ≥ ε/2;
2) When 𝒷 ∈ Ω; v ∈ V , the probability that 𝒰 delivered

the arbitrary bits and arbitrary values sequences (𝒷||v),
generates a forgery at least ℰ/2.

Expect the sequences of arbitrary bit and arbitrary function
values given up to the argument in first simulation is 𝒷.
Accordingly, the probability that A provided (𝒷||v) generates a
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forgery in second simulation in the circumstance of any v ∈ V
is (ε/2)2. Forged signature probability (ℳi, ℬi, 𝓈i) with
𝒽2 (ℳi) = 𝓀i 𝒯ti(𝓎) and 𝒽2(ℳi)𝒯𝓈i(𝓎)𝒯ℬi

(v) = 𝓀i is δ.
The forged signature probability (ℳj, ℬ

′
j, 𝓈
′
j) with ℬ′j �= ℬj

is (1− γ)/((1− γ) 𝒬𝒽1
= 1/𝒬𝒽1

. The probability of
S solving the ECM in the second simulation is, thus,

(ε− 1
2(𝓂𝓅/2) − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2(𝓂𝓆)
) ( ε2 − 1

2(𝓂𝓅/2+1) − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2(𝓂𝓆+1) )2

(γ + 1
𝒬𝒽1

) = (ε− 1
2𝓂𝓅/2 − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2𝓂𝓆 )3 (γ4 + 1
4𝒬𝒽1

).

To sum up the probabilities, we observe that Algorithm S at
least resolves the ECM with probability as follows:

γ

(
ε− 1

2(𝓂𝓅/2)
− 𝒬𝓈

(
𝒬𝓈 + 𝒬𝒽1

)
2(𝓂𝓆)

)

+ (1− γ)

(
ε− 1

2𝓂𝓅/2
− 𝒬𝓈

(
𝒬𝓈 + 𝒬𝒽1

)
2𝓂𝓆

)3

×
(
γ

4
+

1

4𝒬𝒽1

)
.

In one simulation, the computation phase is
(t + (2𝒬𝓈 + 𝒬𝒽2

)𝒞e). Then, the final phase in the calculation
is γ(t + (2𝒬𝓈 + 𝒬𝒽2

)𝒞e) + (1− γ)2 (t + (2𝒬𝓈 + 𝒬𝒽2
)𝒞e) =

(2− δ) (t + (2𝒬𝓈 + 𝒬𝒽2
)𝒞e). The approximation of the

probability γ, is comparable to the marginally weaker SO-CMA
security framework, only one 𝒽1-query and one 𝒽2-query are
permitted for each ℳ request, i.e., the forger 𝒰 requests
(ℳ,𝓀) for both 𝒽1-query and one 𝒽2-query. Algorithm
S responds simultaneously with 𝒽1 (ℳ,𝓀) = ℬ, and
𝒽2 (ℳ) = 𝓀 𝒯t(𝓎). If this is the case, γ = 1. We are getting
a strongly reductionist proof of protection.

Conflicting to this positive estimate, each 𝒽1-query (ℳ,𝓀)
is subsequently the 𝒽2-query (ℳ). Therefore, as with the
Schnorr signature scheme, we find a movable reductionist se-
curity proof like that when γ = 0. Since the set of series of
arbitrary bits and arbitrary function values that S provides to
forger 𝒰 is arbitrary, we are letting γ = 1/2. Therefore, t′ ≈
3( t2 + 𝒞e(𝒬𝓈 +

𝒬𝒽2
2 )) and ε′ ≈ ( ε2 − 1

2(𝓂𝓅/2+1) − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2(𝓂𝓆+1) )

+ (ε− 1
2𝓂𝓅/2 − 𝒬𝓈(𝒬𝓈+𝒬𝒽1 )

2𝓂𝓆 )3( 1
16 + 1

8𝒬𝒽1
). Notice that this re-

ductionist technique’s efficiency depends on 𝒽1-query com-
mand and 𝒽2-query for the identical message that forger A is
requesting. Therefore, we make assumption that this reduction-
ist proof is complete; lying among tight and loose (Goh and
Tarecki [35]).

The security of the hash functions: We let 𝓅 be 160 bits
in order to get a short signature. It is easy to recover ℳ

and ℳ′ messages such that 𝒽1 (ℳ,𝓀) = 𝒽1 (ℳ′,𝓀); by
birthday attacks subsequently the hash value of 𝒽1 is 80 bits.
If the invader demands a signature on ℳ, then the signature
returned by the signer is based on a random number 𝓀′ instead
of 𝓀. Although, we are not assured that finding other ℳ′

message with 𝒽1 (ℳ,𝓀) = 𝒽1 (ℳ′,𝓀′) is feasible, we are
sure that finding ℳ′ with 𝒽2 (ℳ′) = 𝒽2 (ℳ) is unfeasible,
because the hash value of 𝒽2 is at least 1024 bits. In the
meantime, no process will recover 𝓈, ℬ from the multivariate

TABLE I
NOTATIONS USED FOR COMPARATIVE ESTIMATIONS

congruence 𝒽1(ℳ,𝒽2(ℳ)𝒯𝓈(𝓎)𝒯ℬ(v)) or find 𝓀, 𝓈 from
𝒽2(ℳ)𝒯𝓈(𝓎)𝒯𝒽1(ℳ, 𝓀) (v) = 𝓀. Since the ROM adopts that
hash functions are perfect, the probability is as follows:

Pr𝓀∈z𝓆
{
𝒽1 (ℳ,𝓀) = ℬ|∀ℳ ∈ {0, 1}∗ ∀ ℬ ∈ 2𝓂𝓅/2

}

=
1

2𝓂𝓅/2
.

V. PERFORMANCE COMPARISON

The performance of the proposed scheme has been evaluated
based on the storage cost, communication cost, and the com-
putational cost metrics. The performance has been compared
based on the cost for the signing stage and verification stage.
It has been noted that the signing stage and verification stage
require more computational costs compared to the stage of
installation and extraction. Therefore, the comparative study has
been done based on the computational cost for the signing stage
and verification stage. The state-of-the-art studies discussed in
Cui et al. [37], Shen et al. [21], Esposito et al. [22], Mughal et
al. [38], Verma et al. [17], and Seo [39] have been compared
with the proposed DSST work on performance metrics. The
relations between texp, tchaotic, tmul, tecsm, tsym, and tpair with
respect to thash ( thash = 0.503 ms) have been established in
[20] and [40]. The proposed work has used the above-mentioned
notations and their relations are described in Table I. The
relationship and computational complexity order among the
metrics are shown as tchaotic ≈ thash, tmul ≈ 2.5 thash, tinv ≈
7.5thash, texp ≈ 600 thash, tpair ≈ 1550thash and thash ≈
tchaotic < tmul < tinv < texp < tpair.

Fig. 4 shows the comparative analysis between the existing
schemes and the proposed scheme based on the computational
cost for the signing stage. The proposed scheme has been found
to be effective as compared to existing competing schemes. It
requires 2.7665 ms for the signing stage.

Fig. 5 shows the comparison on the computational cost for
the verification stage. It is seen that the proposed technique
is also efficient in the verification stage. Table II presents the
quantitative analysis of the proposed technique and shows the
comparison based on the total cost including the signing stage
and the verification stage. It is seen from Table II that the total
cost has been reduced to 7.2935 ms as compared to competing
techniques discussed in [17], [21], [22], [37], [38], and [39].
Thus, the proposed technique is found to be efficient as compared
to the other competing techniques reported in the literature. As
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Fig. 4. Comparison based on computational cost for signing stage.

Fig. 5. Comparison based on computational cost for verification stage.

compared to [17], [21], [22], [37], [38], and [39], the main advan-
tage of proposed DSST over the DSA signature technique is that
it has a one-fourth reduction in both the verification computation
and signature length; the level of security is preserved. It uti-
lizes less comprehensive operations based on extended chaotic
maps to produce the security credentials during verification and
signing operations. The presented technique does not utilize
pairings and RSA, which result in effortless implementation and
higher efficiency. Furthermore, it does not depend on the fairly
untested or recent hardness assumptions associated with pairing-
based cryptography and RSA-based cryptography, respectively.
The new DSST are needed for low-bandwidth communica-
tion, low-storage and low-computation environments. It will be

TABLE II
QUANTITATIVE ANALYSIS BASED ON TOTAL COMPUTATIONAL COST

INCLUDING SINGING STAGE AND VERIFICATION STAGE

particularly very useful and applicable to smart cards and wire-
less devices.

VI. CONCLUSION

The protection of sensitive data is necessary in HCIoT to
provide a security from forgery attacks. In asymmetric cryp-
tography, digital signature is the secure choice for ensuring the
ownership and validity of contact parties. This article presents a
lightweight provably secure DSST using extended chaotic maps
for secure communication in HCIoT. Under EUF-CMA in ROM,
it is existentially unforgeable. Using this model (EUF-CMA in
ROM) and proofs, we can easily investigate the technique’s real
security. In general, the security proofs obtained (EUF-CMA in
ROM) are not enough in comparison to the SM. Results show the
superiority of our technique as it takes less overheads based on
the cost of computation and communication besides resilience
analysis as compared with competing. The proposed DSST
achieves less computation time and less overhead communica-
tion in verification and signature operations, besides improved
resilience to capture attacks. Therefore, it is very difficult to
crack ECM-based DSST compared with DSA that is DLP-based.
In future, we plan to design the short-signature technique in
public key in standard model environment.
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