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Abstract—Wireless sensor networks (WSNs) are the backbones
of numerous real-time monitoring systems that are applied to serve
many different parts of our everyday lives including traffic man-
agement, telecare, pollution control, military application, among
others. In most cases, WSN systems involve exchanges of sensi-
tive/private data between the sensor nodes and the outside world.
In order to preserve data privacy, illegal data access must be denied,
and so the remote client has to be properly authorized by both the
base station and the sensor node in order to ensure data access
legitimacy. Many authentication procedures have been projected
by researchers based on various frameworks of parameters such as
(two-factor authentication (2-FA) = Smart card + Password) and
(three-factor authentication (3-FA) = Biometric + Smart card +
Password) in the literature. Das et al. (2015) projected a three-factor
technique for resource-constrained distributed WSN to address
the existing pitfalls. In this article, we present an analysis of Das
et al.’s technique and point out some inconsistencies in the tech-
nique; demonstrating that the system is vulnerable against a known
session-specific particular information attack, which thus prompts
leakage of the client identity. We offer a robust subtree-based 3-FA
procedure to fix the problem. In addition, we show the security
strengths of our devised approach which have been established
both informally and formally using the random oracle model and
AVISPA tool.
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I. INTRODUCTION

THE distributed wireless sensor network (DWSN) is a dy-
namic infrastructure that consists of lightweight, resource

constrained, battery-backup sensor nodes, or motes where com-
munication is performed wirelessly in a smaller scope [1]. In
DWSN, sensor nodes are normally randomly located every-
where throughout the objective field to form a multihop wireless
communication environment among clients, the base station
(BS)/sink node, and sensors. In such a network, as shown in
Fig. 1, the BS has unlimited storage capacity and computational
resources, and it communicates with the external world over
a wireless ad hoc network. The BS monitors and controls the
whole network and therefore has the authority to read data
from sensors. It is assumed to be trustworthy and not subject
to compromise by an attacker.

For the BS to do the job, the most convenient design would be
one where the BS serves as a gateway to the WSN with all the
client queries routed through it, so that it would be the easiest for
the BS to monitor and control the whole system. However, when
an emergency case occurs in a system for healthcare monitoring
such as forest fire detection or natural disaster prevention, the
clients would typically want to have direct access to local sensors
rather than getting routed through the BS. To offer a design
where direct communication is allowed between clients/users
and sensor nodes, there are security issues to take care of
regarding the authorization of clients before they connect to the
network so as to maintain data privacy, especially in a wireless
environment where security threats and possible attackers can
be anywhere. To us, the greatest challenge is to design a DWSN
system that offers optimum security protection with the least
overhead.

In the literature, many remote client authentication proce-
dures have been proposed that use various factors such as two
factor authentication (2-FA) [2]–[4], elliptic curve cryptography
(ECC) [5], [6], and bilinear pairing [7], [8]. However, some
latest research proved that for WSN, biometric-based client
authentication is more dependable and secure than conventional
password-based client authentication procedures [9]–[14]. In-
herent advantages of biometric-based methods include the fol-
lowing statements.

1) Biometric values or keys cannot be forgotten or lost; 2)
Biometric values or keys are very difficult to share or copy;
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Fig. 1. Distributed wireless sensor network.

3) Biometric values or keys are extremely hard to distribute or
forge; 4) Biometric values or keys cannot be easily guessed.

Therefore, in recent years, biometric-based remote client au-
thentication has received much attention with many procedures
developed and proposed.

In this article, we show that Das’s [15] procedure is vulnerable
to several cryptographic attacks and has some internal inconsis-
tencies. To solve the problems pointed out, we have designed an
improved, robust three-factor client authentication procedure for
DWSN, which is an enhanced version of Das’s [15] procedure
combined with some other similar procedures.

In 2004, Watro et al. [16] offered an authentication procedure
for WSN using Diffie–Hellman and RSA-algorithms [17]. As
discussed in [18], Watro et al.’s [16] procedure has a security
problem in that an attacker can have the session key compro-
mised using a client’s public key. Then, in 2006, Wong et al. [19]
presented a password-based authentication procedure, which
was advanced shown to be vulnerable against stolen verifier
attacks and would also have a problem when multiple clients
sign in with the identical login ID.

In 2009, Das [18] projected an improved version of Wong
et al.’s [19] procedure, claiming that their enhanced procedure
was capable of providing secure authentication and session key
establishment with high efficiency. However, Vaidya et al. [20]
proved that Das’s [18] procedure was also vulnerable against a
stolen smart card attack. As a remedy, Vaidya et al. [20] provided
an enhanced two-factor client authentication design for WSN.
In 2010, He et al. [21] projected an enhanced version of Das’s
[18] procedure. On the other hand, in 2010, Chen and Shih
[22] proved that Das’s [18] procedure fails to support mutual
authentication. At the same time, Chen and Shih [22] projected
a robust mutual authentication procedure for WSN. In the same
year, Fan et al. presented a straightforward and efficient client
authentication procedure for two-tiered WSN that can resist
denial-of-service (DoS) attacks. Furthermore, in 2010, Yuan et
al. [23] proposed a procedure that uses biometrics verification
alongside password verification for the authentication of the
client. Later in 2015, Das [15] proved that Yuan et al.’s [23]
procedure was weak against DoS attacks and node compromise
attacks.

In 2011, Khan et al. [24] projected a remote client authen-
tication procedure to be applied on mobile devices, utilizing
lightweight hash functions and clients’ biometric data (finger-
prints). Chen et al. [25] demonstrated that Khan et al.’s [24]

procedure is vulnerable against fake login attacks through loss
of mobile device in 2012. Chen et al. [25] then projected an
enhanced procedure to fix the problem of Khan et al.’s [24]
procedure. However, in 2012, Truong et al. [26] proved that
Chen et al.’s [25] procedure is weak against the replay attack
and fails to support client anonymity. On demonstrating the
vulnerabilities in Chen et al.’s [25] procedure, Troung et al.
[26] presented an enhanced procedure. Later in 2014, Khan et al.
[27] indicated that both Chen et al.’s [25] procedure and Truong
et al.’s [26] procedure have their security flaws, and so they
offered an enhanced procedure to fix the problems.

In 2016, Amin and Biswas [28] projected a secure authen-
tication procedure for multigateway wireless sensor networks.
Recently, Sharif et al.’s [29] introduced a secure and lightweight
authentication and key agreement protocol for Internet of things-
based WSNs that is free from the security challenges of previous
procedures. Mood and Nikooghadam [30] introduced an au-
thentication and key agreement scheme based on elliptic curve
cryptography that are secure against the well-known attacks,
and also provide the perfect forward secrecy and introduced
its new variant for smart grid communications [31]. Mood
and Nikooghadam [32] introduced an anonymous password-
authenticated key exchange procedure using extended Cheby-
shev chaotic maps that provides the user anonymity.

A. Motivation

While some researchers have proposed security mechanisms,
they are not lightweight enough to meet the WSN system’s
needs. In this article, we have proposed an efficient secure and
lightweight procedure which offers mutual authentication and
key agreement for large-scale DWSN in random oracle.

Recently, Das [15] projected a novel three-factor client au-
thentication procedure for DWSN, where the clients can well
refresh their passwords and biometric data without contacting
the BS. Das also showed that the [15] procedure was protected
against various known attacks. In this article, we shall point out
that Das’s [15] procedure still has security flaws in consistency as
well as synchronization and is weak against the replay attack as
well as known session particular temporary information attack.
Besides, Das’s [15] procedure fails to preserve client anonymity,
and it has some feasibility issues. To solve all these issues,
we demonstrate a new procedure that is more robust and more
efficient. In addition, this article introduces a new lightweight
3-FA and key agreement procedure for the large-scale DWSN to
enhance the security of the previous procedures. The protection
of the proposed procedure is tested using the simulator tool auto-
mated validation of internet security protocols and applications
(AVISPA) and fully addressed in an informal manner.

B. Contributions

The contributions of this article are summarized as follows.
1) The proposed procedure offers the best cost of storage

relative to the relevant procedures; 2) The key innovation of our
article is that while retaining its high efficiency, the proposed
procedure offers the perfect forward secrecy; 3) We devise a ro-
bust and efficient subtree-based lightweight client authentication
procedure best suited for DWSN instead of using cryptographic
operations like encryption and decryption that are far more
computationally demanding, which is the case with Das’s [15]
procedure; 4) The presented procedure is user-friendly in that it
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provides the client with the power to directly modify/update his
password and personal biometric key without having to contact
the BS; 5) Thorough security examinations have demonstrated
that our new procedure is protected against various recognized
attacks.

The strengths of the procedure are the following:
1) the presented procedure offers the perfect forward secrecy;

2) the proposed procedure offers the best cost of energy storage
relative to the relevant procedures; 3) the presented procedure
is user-friendly in that it provides the client with the power to
directly modify/update his password and personal biometric key
without having to contact the BS.

The weakness is
1) because of using smartcard, our method also needs a card

reader to verify a login user in login stage.
In Section II, we provide the basic concepts and notations we

use in our new procedure. In Section III, we briefly introduce
Das’s [15] procedure; then, in Section IV, we present our evalu-
ation of Das’s [15] procedure to show where the vulnerabilities
are. After that, in Section V, we present the details of our new
procedure. In Section VI, we discuss the security examination
of improved procedure. In Section VII, we show the results of
a formal security evaluation of our new procedure that we have
conducted using the random oracle model. Then, in Section VIII,
we present a couple of tables and show how our new procedure
compares with some associated procedures in terms of some
security assets as well as computation cost. Lastly, Section IX
concludes the article.

II. BACKGROUND MATERIALS

In this section, we shall first define some notations we use
in our new procedure that are about fuzzy-entity data sharing,
and then we will specify the concept of fuzzy extractor. Table I
shows the symbols utilized in the suggested procedure.

A. Symbolizations

A robust lightweight 3-FA procedure for large-scale DWSN is
a novel cryptographic primitive for fuzzy-entity data sharing. Let
us see how some notations are defined, as they will later be used
when we get to the details of our new procedure. We utilize [a,b]
for the shorthand of {a,a + 1, . . . ,b} , and [a] for [1, a] if no
uncertainty is presented. For every 𝒾𝒹 = (𝒾𝒹1, 𝒾𝒹2, . . . , 𝒾𝒹d),
where 𝒾𝒹 is an identity vector, let S𝒾𝒹 = {𝒾𝒹1, . . . , 𝒾𝒹d}
be a set identities performing in the form of 𝒾𝒹. We define
I𝒾𝒹 = {i : 𝒾𝒹i ∈ S𝒾𝒹} as the position records of 𝒾𝒹 in the
tree structure of the framework. The projected [33] receivers in
our new procedure are portrayed as a subtree T . The identity
vectors and their receivers’ positions in the tree structure are
incorporated into T . We require that any legitimate T must
contain the root node. This reflects the fact that the framework
is managed by the private key generator (PKG).

Similarly, the identity set ofT and the position indices ofT are
represented by ST = ∪𝒾𝒹∈T S𝒾𝒹 and I𝒾𝒹 = {i : 𝒾𝒹i ∈ ST},
respectively. The notations here can be expressed as Sup (𝒾𝒹) =
{(𝒾𝒹1, 𝒾𝒹2, . . . , 𝒾𝒹𝓀′) : 𝓀′ ≤ 𝓀} to illustrate the superiors
of 𝒾𝒹 = (𝒾𝒹1, 𝒾𝒹2, . . . , 𝒾𝒹𝓀). The intended receivers rep-
resented in the subtree T are characterized as Sup (T ) =
∪𝒾𝒹∈T Sup (𝒾𝒹), respectively.

TABLE I
LIST OF NOTATIONS USED IN THE PROPOSED PROCEDURE

B. Fuzzy Extractor

The biometric info is susceptible to noise contamination amid
data attainment, and therefore the reproduction of the original
biometric data is extremely difficult. To escape this issue, a fuzzy
extractor [4], [5] has been preferable.

Definition: The fuzzy extractor is a tuple (M, l, t) char-
acterized by two accompanying algorithms known as Gen and
Rep: i)Gen(Bi) = {σi, τi}: It is a probabilistic procedure that
takes some biometric data Bi ∈ M as info and yields a secret
data key σi ∈ {0, 1}l and a public propagation parameter τi.
ii) Rep(B∗

i , τi) = σi, such that d(Bi, B
∗
i ) ≤ t: It takes in

some loud biometric data B∗
i ∈ M and a public parameter τi

identified with Bi , and after that it repeats the biometric secret
data key σi.

III. ASSESSMENT OF DAS’S PROCEDURE

In this section, we examine Das’s [15] 3-FA procedure for
large scale DWSNs. Das’s [15] procedure includes seven stages,
which are the predeployment stage, the postdeployment stage,
the registration stage, the login phase, the authentication and key
agreement stage, the password and biometric update stage, and
finally the dynamic node addition stage. The symbols utilized
in Das’s [15] and Table I procedure are listed below.
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A. Predeployment Stage

The motivation behind this stage is for the BS to be able to
assign identities and keys to all sensors offline.

(A1) BS allots (SIDj) a novel identity to every conveyed
sensor in the DWSN.

(A2) For every sensor, BS arbitrarily creates an exclusive
SMKj master key.

(A3) For every conveyed sensor,BS loads its (SIDj) identity
and SMKj master key.

(A4) BS also stocks the identity and master key for each
deployed sensor.

B. Postdeployment Stage

This stage is executed after all sensors are laid in place.
(B1) Every sensor node keeps a list of neighboring nodes

NLSNj
= {SNj1, SNj2, . . . , SNjd}.

(B2) Each sensor (SNj) can use its own identity (SIDj) to
broadcast a sample message saying “OK” to entirely
the neighboring nodes in its range.

(B3) Each sensor node obtains a trial message saying “OK”
from each of its neighbors.

C. Registration Stage

This stage is performed between a client and the BS, and
only a registered client can later login and access a sensor node
to obtain local data within DWSN.

(C1) Client picks an IDi, a password PWi, and a 1024-bit
random number K.

(C2) Client inputs biometric information Bi to Gen(.) fuzzy
extractor function. This will yield Gen(Bi) = (σi, τi) , where
σi is the biometric data key and kept it secret to client, and τi is
the public parameter.

(C3) Client calculatesRPWi = h(IDi||K||PWi) and sends
a registration appeal to BS through a protected channel.

(C4) After getting the registration appeal, BS produces its
secret key XS and processes ri = h(IDi||Xs).

(C5) BS → Ui [Smartcard SC = {ri, h(.)}] over a secure
channel.

(C6) Upon receiving SC, Ci computes:

ei = h ((IDi|| σi ⊕K), fi = h (IDi || RPW ||σi)

r∗i = ri ⊕ h(IDi||K) = h(IDi||Xs)⊕ h(IDi||K).

(C7) Ci replaces ri with r∗i in SC. Now SC contains
{ei, fi, ri, r∗i , Gen(.), h(.), Rep(.)}.

D. Login Stage

This stage is performed when a registered client wants to
access a sensor node and obtain local data from DWSN.

(D1) Client inserts her/his SC into the card reader, inputs
her/his pair of IDi and PWi, and also provides his/her B∗

i by
passing it through the sensor.

(D2) Now SC computes: σ∗
i= Rep(B∗

i , τi); K∗ =
h(ID||σ∗

i )⊕ ei; RPW∗
i = h(IDi||K∗||PWi); f ∗

i =
h(IDi||RPW∗

i ||σi).
(D3) Then SC compares f ∗

i = ? fi. If yes, then the client
authentication is successful, and this stage is finished.

(D4) After client authentication, Ci chooses a sensor node
SNj from which she/he needs to obtain data, and also Ci chooses
an arbitrary number RNCi.

(D5) SC calculates M1 = r∗i ⊕ h(IDi||K∗) =
h(IDi||Xs); M2 = M1 ⊕ RNCi = h(IDi||Xs)⊕
RNUi; M3 = h(IDi||SIDj ||M1||RNCi||T1), and drives
{SIDj , M3, M2, T1} as the login request message to BS
through a public network, where T1 is the time of sending the
login request.

E. Authentication and Key Agreement Stage

In this stage, the BS authenticates a client, and the sensor
node authenticates the BS. These are done so that a common
session key can be established between the client and the sensor,
allowing the client to access data from a sensor node.

(E1) After getting the login appeal fromCi at time T2,BS first
confirms the time legitimacy by checking whether T2 − T1 <
= ΔT . If the time is not legal, then the login appeal is rejected
immediately.

(E2) If the time is legitimate, BS calculates
h(IDi||Xs); M5 = M2 ⊕M4 = RNCi; M6 =
h(IDi||SIDj ||M4||M5||T1); and verifies ( M6 = M3 ) for
client authentication. If the verification is not successful, then
this stage is finished.

(E3) If M6 checks out, BS computes an encrypted mes-
sage M7 = ESMKj

[IDi, SIDj , h(M4), M5, T3, T1] using
the master key of SNj , where T3 is the current time stamp of
BS. Lastly, BS sends an authentication appeal {M7, SIDj} to
the sensor node through a public network.

(E4) Upon getting the authentication message at time T4,
sensor decrypts this message using SMKj master key and
confirms time legitimacy as T4 − T3 < = ΔT . If the time
is valid, then the message is legitimate.

(E5) Now sensor chooses an arbitrary number
RNSj and generates a session key SKij as SKij =
h(IDi||SIDj ||h(M4)||M5||RNSj ||T1||T5) that will be shared
only between client and sensor, where T5 is the sensor’s present
time stamp.

(E6) Sensor node SNj also calculates M8 =
h(SKij); M9 = M5 ⊕ RNSj ⊕ IDi = RNCj ⊕ RNSj ⊕
IDi and then drives a login response message {M9, M8, T5}
to the client Ui through a public network.

(E7) Upon getting the login response message at time T6 ,
SC of Ci first confirms time legitimacy by checking whether
T6 − T5 <= ΔT . If the time is not valid, then the login request
is rejected immediately.

(E8) If T6 checks out, SCi then computes
M10 = M9 ⊕RNCj ⊕ IDi = RNSj ; SK∗

ij =
h(IDi||SIDj ||h(M1)||RNCj ||M10||T1||T5); M11 = h(SK∗

ij)
and verifies ( M11 = M8 ) for sensor authentication. If the
verification is successful, this SK∗

ij will be used between
client and sensor for further secure communication, and this
concludes the authentication and key agreement stage.

F. Password and Biometric Update Stage

In this stage, a legal client can amend her/his password and
biometric info without the involvement of BS as follows.

(F1) The client inserts her/his SC into the card reader and
inputs her/his IDi, old PWi, and then the client inputs his/her
old B∗

i by passing it through the sensor.
(F2) Now SC computes σold

i = Rep(Bold
i , τi); K∗ =

h(IDi||σold
i )⊕ ei; RPW

old
i = h(IDi||K∗||PW old

i ); fold
i =

h(IDi||RPWold
i ||σold

i ).
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(F3) Then SC compares ( fold
i = fi ). If the verification is

successful, then SC prompts client to enter his/her new PWi

and new Bi.
(F4) Then SC computes: (σnew

i , τnewi ) = Gen(Bnew
i );

enewi = h(IDi||σnew
i )⊕K; RPWnew

i = h(IDi ||K∗||
PW new

i ); fnew
i = h(IDi||RPWnew

i || σnew
i ).

(F5) Finally SC updates ei with enewi , fi with fnew
i and τi

with τnewi in its memory.

G. Dynamic Node Addition Stage

This stage allows the adding of new sensor nodes and also
the replacement of old/defective/compromised sensors with new
ones in DWSN.

(G1) The procedure in this stage is performed by BS offline.
(G2) For the addition of a new sensor, BS assigns SIDnew

j
and chooses a unique master key SMKnew

j .
(G3) BS preloads SIDnew

j and SMKnew
j into the memory of

SNnew
j before laying it in place.

(G4) BS informs all clients about the newly added sensor
(SNnew

j ) so they can utilize its services.

IV. SECURITY EXAMINATION OF DAS’S PROCEDURE

In this section, we will show that Das’s [15] procedure has
some security flaws including a consistency problem, failure
to support client anonymity, synchronization trouble, risks of
random number leakage, a feasibility problem, and vulnerability
to the replay attack. These will be discussed below.

A. Threat Model

In this article, we will adopt the comparative threat model
used by Das [15] and other researchers [2]–[8], [12]. 1) A foe or
legal client can remove the data stored in the smart card one way
or another, for example, using power consumption or leakage of
information means. 2) A foe is presumably able to screen or
eavesdrop on all the login requests as well as login response
messages exchanged between client and BS over the public
channel, namely, the Internet. 3) A foe can change, remove,
replay/resend, and/or forward the eavesdropped messages. A
foe can be a genuine client or an outsider in any framework.

B. Inconsistency Problem

In the login stage of the Das [15] procedure, the clientUi/SCi

sends in a login appeal {SIDj , M3, M2, T1} to the BS without
presenting the client identity IDi. The BS cannot tell which
client sent in this login request because there is no way to com-
pute IDi by using any value obtained from the received login
request. Normally there will be times when many registered
clients send in their login requests at the same time, which will
cause an inconsistency problem.

C. Weakness Against the Known Session-Specific Temporary
Information Attack

Proper protection against the attack should guarantee that
all the session keys be protected even if the session specific
random numbers are known to a foe E. According to [34]–[36],
protection against this attack is important, and this type of

attack is likely to happen and cause damage under the following
circumstances [37], [38].

1) If the sensor and client trust in some external or internal
random number generator that may be compromised by foe E;
2) During each session the random numbers are stored in the
device. If the numbers remain unerased, then foe E might access
them by taking control of the client’s device or the sensor. As
explained above, a foe who can compromise session-specific
random numbers (RNCi, RNSj) can frame the session key
{ SKij = h(IDi||SIDj ||h(M4)||M5||RNSj ||T1||T5)} as fol-
lows.

a) Suppose M5 in the session key, i.e., the client selected
random number RNCi, is compromised by the attacker; b) The
foe is now able to obtain the client’s identity (IDi), sensor’s
identity (SIDj), and the time stamps (T1 and T5) directly by
observing the messages exchanged between the client, the BS,
and the sensor via public channels; c) The foe can calculate M4

fromM2 = {M1 ⊕RNCi}, which is available by observing the
login request message. With RNCi compromised, the attacker
can compute M1 = M2 ⊕RNCi; M1 = M4 = h(IDi||XS);
d) Now the foe can easily structure the session key because all
the required values are ready. This means Das’s [15] procedure is
weak against the known session-specific random number attack.

D. Vulnerability to the Replay Attack

A replay attack happens when the attacker captures some
message that is being transmitted among the client, the BS, and
the sensor, and after that tries to impersonate a genuine client by
retransmitting this captured message. These types of attack can
definitely take effect on Das’s [15] procedure when the attacker
captures and resends a login appeal message to BS inside the
time limit ΔT . BS would not be able to identify whether it
is the original message or a retransmitted message by a foe.
That implies BS will receive two back to back login appeal
messages inside the time limit ΔT : One from the client and the
other from the attacker. The original message sent by the client
will be processed successfully. On the other hand, to respond to
the replayed message sent by the foe,BS will send an encrypted
message {SIDj , M7} to the sensor, and the sensor will decrypt
this message, do some corresponding computation, and send a
login replay message {M9,M8, T5} to the attacker. Although
the foe cannot use this message to calculate the session key, but
this extra work will result in additional overhead for both BS
and the sensor, which will then affect the overall performance
of the system.

V. PROPOSED ENHANCED PROCEDURE

A. Predeployment Stage

The motivation behind this stage is for the BS to preassign
the keys to all sensors offline before the sensors are laid in place.

(PR1) BS allots (S𝒾𝒹j) an original identity (S𝒾𝒹j) for every
conveyed sensor in the DWSN.

(PR 2) For every sensor, BS arbitrarily creates an exclusive
SMKj master key.

(PR 3) For each conveyed sensor, BS loads its (S𝒾𝒹j) identity
and (SMKj) master key.

(PR 4) BS also stores the identity and master key for each
deployed sensor.
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B. Postdeployment Stage

This stage is executed when all sensors have been located into
their designated locations.

(PO1) Each sensor node keeps a list of neighboring nodes
NLSNj

= {SNj1, SNj2, . . . , SNjd}.
(PO2) Each sensor (SNj) broadcasts a sample message say-

ing “OK” with its own (S𝒾𝒹j) identity to every neighboring
nodes in its range.

(PO3) Each sensor node gets a sample message saying “OK”
from each of its neighbors.

C. Registration Stage

This stage is summoned at whatever point of time when a
client Ci wants to register with the BS. The procedure includes
the following steps.

(R1) Client first picks his/her 𝒾𝒹i, passwordPWi, and a 1024-
bit random number “n = q.p,” where q and p are huge prime
numbers.

(R2) Client also provides his/her biometric info Bi and inputs
it to the Gen(.) fuzzy extractor function, producing Gen(Bi) =
(σi, τi), where σi and τi are the biometric data keys which are
kept secret to the client and the public parameter, respectively.

(R3) Client computes R𝒾𝒹i = h(𝒾𝒹i||n) ; RPWi =
h(𝒾𝒹i||σi||PWi||n) and sends a registration request
{R𝒾𝒹i,RPWi, n} to BS over a secure channel.

(R4) Upon getting the registration appeal, BS produces its
“XS” secret key, picks “ei,” which is identical to every client, and
calculates Zi = h(R𝒾𝒹i||Xs||n); ci = Zi ⊕ RPWi; fi =
h(R𝒾𝒹i||n||RPWi).

(R5) For each client, BS stores h(ei||Xs); Gi = n⊕
h(ei||Xs) in its (database) DB and keeps r1(random number),
which is sent by the client in every login appeal in a list.

(R6) BS → Ci [Smartcard SC = {fi, ci, ei}] through a
secure network.

(R7) Upon getting SC, Ci calculates Ei and N as follows:
Ei = ei ⊕ h((𝒾𝒹i || σi||PWi)Ni = n⊕ h(𝒾𝒹i || σi||PWi

(R8) Now Ci replaces “ei” with Ei and adds Ni, τi to SC.
Lastly, SC covers { fi, ci, Ei, Ni, τi, h(.)}

D. Login Stage

This stage is to be performed at whatever time a client wants
to access info from any sensor in DWSN.

(L1). The client inserts her/his SC into the card reader, inputs
her/his 𝒾𝒹i, PWi, and also passes his/herB∗

i through the sensor.
(L2) Now SC computes: σ∗

i = Rep(B∗
t , τi), ei = Ei �h(

𝒾𝒹i|| σi||PWi ), n = Ni ⊕ h((𝒾𝒹i|| σi||PWi), R𝒾𝒹i =
h(𝒾𝒹i|| n), RPWi = h(𝒾𝒹i||σi||PWi|| n), and f ∗

i =
h(N𝒾𝒹i||n||NPWi).

(L3) Then SC compares f ∗
i with the present fi in it. If both

are identical, then client authentication is effective, and generally
this stage is ended promptly.

(L4) Next is client authentication. The client picks a sensor
node SNj from which she/he needs to access information and
furthermore chooses two arbitrary numbers r1 and r2.

(L5) SC computes D𝒾𝒹i = 𝒾𝒹i ⊕ h(ei ⊕ n)⊕
r1; Zi = ci ⊕ RPWi, M1 = Z∗

i ⊕ r2; M2 =
H(𝒾𝒹i||S𝒾𝒹j ||r1||r2||ei||Zi) and finally sends the login
appeal message {S𝒾𝒹j , D𝒾𝒹i, M1, M2, r1, ei} to the BS
through a public network.

E Authentication and Key Agreement Stage

In this stage, the BS authenticates the client, and the sensor
node authenticates the BS before the client is allowed to access
data from the sensor node and to establish a common session
key shared between the client and the sensor. (A1) Upon getting
the login appeal from Ci, BS first calculates h(ei||Xs) to find
Ci’s info in its DB and then computes h(ei||Xs) and extracts
the value “n” by calculating n = Gi ⊕ h(ei ⊕Xs). Then BS
stores the usual r1 random number in its DB.

(A2) BS computes 𝒾𝒹i = D𝒾𝒹i ⊕ h(ei ⊕ n)⊕ r1; R𝒾𝒹i =
h(𝒾𝒹i||n), Z∗

i = h(R𝒾𝒹i||Xs||n), r2 = M1 ⊕ Z∗
i ,M2 =

h(𝒾𝒹i||S𝒾𝒹j ||r1||r2||ei||Z∗
i ) and compares M ∗

2 with M2 in the
SC for client authentication. If the verification turns out positive,
then this stage will be concluded immediately.

(A3) BS picks an arbitrary number “r3” and
further calculates SD𝒾𝒹J = (𝒾𝒹i ⊕ S𝒾𝒹j) ⊕
h(SMKj ||r3||n); Nj = n⊕ h(SMKj ||r3), M3 =
h(𝒾𝒹i||S𝒾𝒹j ||Z∗

i ||n||SMKj ||r3); Zj = Z∗
i ⊕

h(r3||n||SMKj ||S𝒾𝒹j ||𝒾𝒹i); Rj = r2 ⊕ h(||SMKj ||𝒾𝒹i||r3).
Finally, BS sends the authentication appeal
{SD𝒾𝒹j ,M3, Nj , Rj , Zj , r3, h(.)} to the sensor node
through a public network.

(A4) Upon getting the authentication message,
the sensor first calculates n = Nj ⊕ h(SMKj ||r3);
(𝒾𝒹i ⊕ S𝒾𝒹j) = SD𝒾𝒹j ⊕ h(SMKj ||r3||n); 𝒾𝒹i = S𝒾𝒹j ⊕
(𝒾𝒹i ⊕ S𝒾𝒹j); Zi = Zj ⊕ h(r3||n||SMKj ||S𝒾𝒹j ||𝒾𝒹i);
M ∗

3 = h(𝒾𝒹i||S𝒾𝒹j ||Z∗
i ||n||SMKj ||r3) and then verifies the

computed M ∗
3 by checking if it is same as the received M3. In

the event that yes, the sensor node authenticates BS effectively;
else the session will be finished immediately.

(A5) Now the sensor node picks a random number “r4” and
then calculates r2 = Rj ⊕ h(SMKj ||𝒾𝒹i||r3) and frames a
session key SKij = h(𝒾𝒹i||r2||S𝒾𝒹j ||h(Z∗

i )||r3||r4).
(A6) The sensor node SNj also computes M4 =

h(SKij ||r4||𝒾𝒹i||S𝒾𝒹j); Sj1 = r4 ⊕ h(𝒾𝒹i||r2||Zi);
Sj2 = r3 ⊕ h(𝒾𝒹i||Zi||r4) and then drives a login

response {M4, Sj1, Sj2} message to the client Ci through a
public network.

(A7) Upon getting the login response message, SC of
Ci calculates r∗4 = Sj1 ⊕ h(𝒾𝒹i||r2||Zi); r∗3 = Sj2 ⊕
h(𝒾𝒹i||Zi||r4); SK∗

ij = h(𝒾𝒹i||r2||S𝒾𝒹j ||h(Zi)||r∗3||r∗4);
M ∗

4 = h(SKij ||r∗4||𝒾𝒹i||S𝒾𝒹j), and verifies if M ∗
4 = M4

for sensor and BS authentication. If M ∗
4 checks out, this

SK∗
ij will be used between client and sensor for advance safe

communication, and this concludes the stage.

F. Password and Biometric Update Stage

In this stage, a legal client can modified her/his password and
biometric record without the involvement of BS as follows.

(P1) The client inserts her/his SC into the card reader and
inputs her/his 𝒾𝒹i, old PW ∗

i , and also passes her/his old B∗
i

through the sensor.
(P2) Now SC computes: σ∗

i = Rep(B∗
i , τi); ei = Ei ⊕

h(𝒾𝒹i||σ∗
i ||PW ∗

i ); n = Ni ⊕ h(𝒾𝒹i ⊕ σ∗
i ⊕ PW ∗

i ); R 𝒾𝒹i =
h(𝒾𝒹i||n); RPWi = h(𝒾𝒹i||σ∗

i ||PW ∗
i ||n); f ∗

i =
h(R𝒾𝒹i||n||RPWi).

(P3) Then SC compares f ∗
i with fi, which is present in the

SC. If the two are equal, then SC prompts the client to enter
his/her new PWi and new Bi.
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(P4) Then SC computes:Gen(Bnew
i ) = (σnew

i , τnewi ); Zi =
ci ⊕RPWi; RPW new

i = h(𝒾𝒹i||σnew
i ||PW new

i ||n); cnewi =
Zi ⊕RPW new

i ; fnew
i = h(R𝒾𝒹i||n||RPW new

i );
Enew

i = ei ⊕ h(𝒾𝒹i||σnew
i ||PW new

i ); Nnew
i = n⊕

h(𝒾𝒹i ⊕ σnew
i ⊕ PW new

i ).
(P5) Finally, SC updates its old values ci, fi, Ei, Ni, τi with

cnewi , fnew
i , Enew

i , Nnew
i , τnewi , respectively, in its memory.

G. Dynamic Node Addition Stage

This stage allows the addition of new sensor nodes and the
replacement of old/defective/compromised sensor nodes with
new ones in DWSN.

(D1) The steps are performed by BS offline.
(D2) For the addition of a new sensor, BS assigns S𝒾𝒹new

j
and chooses a unique master key SMKnew

j .
(D3) Next BS preloads S𝒾𝒹new

j and SMKnew
j into SNnew

j ’s
memory before laying it in place.

(D4) BS informs all clients about the addition of this new
sensor (SNnew

j ) so they can utilize its services.

VI. SECURITY EXAMINATION OF IMPROVED PROCEDURE

A. Resistance Against the Stolen Smart Card attack

Numerous researchers have claimed that the information
present in the SC can be acquired by using certain proce-
dures such as power consumption analysis, etc. [2], [11], [12].
Here, let us assume that an attacker E robs Ci of his/her SC
and acquires the information {ci, fi, Ei, Ni, τi, h(.)}, where
ci = Zi ⊕ RPWi; fi = h(R𝒾𝒹i||n||RPWi); Ei = ei ⊕
h(𝒾𝒹i|| σi||PWi); andNi = n⊕ h ( 𝒾𝒹i|| σi||PWi ). Attacker
E cannot speculate the client’s password using the above equa-
tions since he/she does not have the client’s 𝒾𝒹i, PWi, Zi, σi,
and the n values. If the attacker knew all values except PWi,
then he/she might try guessing and might succeed; however,
guessing more than one value (i.e., h(R𝒾𝒹i||n||RPWi), or
ei ⊕ h( 𝒾𝒹i|| σi||PWi ), or n⊕ h(𝒾𝒹i|| σi||PWi) at the same
time is not possible. Therefore, we can say that our procedure is
protected against the lost/stolen smartcard attack.

B. Resistance Against the Online Dictionary Password
Guessing Attack

In an online password guessing attack, the foe attempts to
login to the server by guessing some distinctive client 𝒾𝒹i,
password, and biometric information from a lexicon. However,
to break our system, the foe has to speculate more than one
value (i.e., h((𝒾𝒹i|| σi||PWi) or n⊕ h((𝒾𝒹i|| σi||PWi), or
h(R𝒾𝒹i||n||RPWi) simultaneously, which is not possible. In
fact, even guessing one single value within polynomial time
(i.e.,Δt) is not possible. Let alone guessing biometric infor-
mation, which is under the protection of each client’s unique bi
value. Moreover, the attacker only has few chances (maximum 3)
to guess the client’s sup 𝒾𝒹 and password because the SC gets
locked up if the number of unsuccessful attempts exceeds the
maximum count. With the above protections, our new procedure
is safe against the on-line password guessing attack.

C. Resistance Against the Replay attack

In this kind of attack, the foe E, first monitors the exchange
of messages among the legitimate client, the stations, and the
sensor, and then tries to impersonate the client and login to
the BS by resending a captured message. Answering a login
message of one session into another session is easily detected
with our procedure, since the r1 value is already present in the
legitimate client’s login message and is already stored in the BS’s
database. Because the r1 value can be found in BS’s database,
the login message will be determined to be a replayed message,
and this session will be terminated. Therefore, we can say that
our enhanced procedure is secure against the message replay
attack.

D. Preservation of Client Anonymity

Client anonymity is well preserved when the client’s 𝒾𝒹i

maintains secure; otherwise, an attacker would be able to spec-
ulate the client’s password by following the hint of the client’s
identity. In our proposed procedure, the client’s sup 𝒾𝒹 is never
transmitted via any public communication channel, so there is no
way an attacker can obtain 𝒾𝒹i. Therefore, our new procedure
can indeed preserve client anonymity.

E. Resistance Against the Known Session-Specific Temporary
Information Attack

It is essential that all the session keys be well protected
so as to keep the system secure even if the session specific
random numbers are known to a foe E. In our new procedure,
the session key is { SKij = h(𝒾𝒹i||r2||S𝒾𝒹j ||h(Z∗

i )||r3||r4)},
where Zi = h(R𝒾𝒹i||Xs||n). Here, even if the foe E knows
all the arbitrary numbers (r4, r3, r2, and r1), he/she still cannot
frame the session key because he/she does not have 𝒾𝒹i, n, Xs,
and there is no way E can retrieve these values. Therefore, our
devised procedure is secure against the known session-specific
random number attack.

F. Practicality in Environments of Lightweight Devices

In our procedure, we use only low computation operations like
Ex-OR, concatenation and hash functions instead of encryption
and decryption operations to avoid causing too much burden on
the sensors, which are lightweight devices. Therefore, our new
procedure is practical and applicable.

G. Resistance Against the DoS Attack

In this type of attack, a foe somehow gets hold of the SC of a
valid client and then tries to modify the verification information
put away on the SC so that the valid client Ui will be unable
to sign into the wireless network in ensuing sessions. In our
proposed procedure, the SC always checks the legitimacy of
the client before any modification can be done. Without the
knowledge of the legitimate client’s 𝒾𝒹i, PWi and bi, a foe has
no way to pass the authentication so as to update the existing SC
values. Therefore, our new procedure is protected against the
DoS attack.
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Fig. 2. Graphical view of the proposed procedure.

H. Resistance Against the Off-Line Dictionary Password
Guessing Attack

In this kind of attack, the foe somehow captures the messages
exchanged among a client, the BS, and a sensor node, namely,
({D𝒾𝒹i, S𝒾𝒹j , M1, M2, r1, ei}, {SD𝒾𝒹j ,M3, Nj , Rj , Zj ,
r3, h(.)}, {M4, Sj1, Sj2}) in our procedure, and then attempts
to guess the client’s 𝒾𝒹i and PWi offline from the recorded
messages. However, the attacker cannot come to the right

𝒾𝒹i, and PWi even if he/she has the messages. Therefore, the
proposed procedure is protected against the offline dictionary
password guessing attack.

I. Achieving Mutual Authentication

In our new procedure, the three conveying parties, namely,
the client, the BS, and the sensor node, mutually authen-
ticate each other. All the three parties give their arbitrary
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numbers r2, r3, and r4 for the derivation of the session
key SKij = h(𝒾𝒹i||r2||S𝒾𝒹j ||h(Z∗

i )||r3||r4). The BS au-
thenticates the client Ci using such verification data as M ∗

2 =
h(𝒾𝒹i||S𝒾𝒹j ||r1||r2||ei||Z∗

i ); the sensor node authenticates the
BS using M ∗

3 = h(𝒾𝒹i||S𝒾𝒹j ||Z∗
i ||n||SMKj ||r3); and the

client Ci authenticates the sensor node and the BS using M ∗
4 =

h(SKij ||r4||𝒾𝒹i||S𝒾𝒹j). Obviously, the proposed procedure
satisfies the requirement of mutual authentication.

J. Resistance Against Attacks Launched by a Malicious Client

A legitimate but malicious client with his/her own
SC can collect data such as {ci, fi, Ei, Ni, τi, h(.)},
where ci = Zi ⊕RPWi;fi = h(R𝒾𝒹i||n||RPWi);Ei = ei ⊕
h(𝒾𝒹i|| σi||PWi); Ni = n⊕ h(𝒾𝒹i|| σi||PWi) and Zi =
h(R𝒾𝒹i||Xs||n), from the SC memory, but in our procedure
those data would not help the malicious client guess any other
valid client’s password (PWi) or the BS’s secret key (Xs), since
it would only be in vain for the malicious client to substitute
his/her own values (𝒾𝒹i, PWi, σi, n) in the above equations
trying to guess another valid client’s password or BS’s secret
key.

K. Perfect Forward Secrecy of the Session Key

In the authentication protocol, the session key’s perfect for-
ward security means that a session key extracted from a col-
lection of long-term keys will not be compromised even if
the long-term keys are compromised in the future. In our pro-
posed procedure, SKij = h(𝒾𝒹i||r2||S𝒾𝒹j ||h(Z∗

i )||r3||r4)
is a shared session key between the sensor node, user, and the
BS. Even if a foe gets the secret key of the Xs gateway node,
BS, or the password PW i of the user, he/she is still not able
to compute old session keys because the temporary numbers,
r2, r3, and r4 are randomly chosen and independent between
protocol executions. Therefore the foe is unable to calculate the
session key. Consequently, the proposed procedure maintains
the perfect forward secrecy of the session key.

VII. FORMAL SECURITY INVESTIGATION OF IMPROVED

PROCEDURE USING RANDOM ORACLE MODEL

Reveal: This is an oracle, which genuinely yields the info
string x from the comparing hash value y where y = h(x).

Theorem 1: Under the supposition that a one-way hash func-
tion h(.) works in a very similar way to an oracle, our procedure
is secure in resisting an attacker trying to capture 𝒾𝒹i of a
legitimate client Ci and the secret key XS of the BS, even if
the client Ci’s smart card SC is lost/stolen and the messages
exchanged for communication are intercepted.

Proof: In this proof, we accept that the foeE has the stolen/lost
smart card SC of Ci and can excerpt all the client specific data
from its memory utilizing the power analysis attack [2]–[6] and
can determine IDi, PWi, σi of a legal client Ci as well as the
secret information XS of the BS. For this purpose, we expect
that E approaches the oracle Reveal. E at that point utilizes
the Reveal oracle for running an exploratory algorithm, namely,
EXP1 HASH

E,AUS, which is portrayed in Fig. 1. The success prob-
ability for EXP1 HASH

E,AUS can be defined as Succ1HASH
E,AUS

= |Pr[EXP1HASH
E,AUS = 1]-1|, where Pr[Ev] is the possibility

of occurring of an event “Ev.” The advantage function for this ex-
amination becomes Adv1(et1, qr) = maxE {Succ1HASH

E,AUS},
where the most extreme scenario is assumed control over all “E”

Fig. 3. Result of the formal security verification of our procedure using OFMC.

TABLE II
FUNCTIONALITY AND SECURITY COMPARISON AMONG SIMILAR PROCEDURES

SP1: Password change;SP2: Mutual authentication;SP3: Biometric update;SP4:
DoS attack resistance; SP5: Client anonymity; SP6: Replay attack resistance;SP7:
Session specific temporal information attack resistance; SP8 : Proof by formal
security analysis; SP9 : Perfect forward secrecy.

with execution time et1 and the number of queries qr made to
the Reveal oracle.

We assure that our procedure is secure against the attacker E
for deriving PWi, σi and XS , if Adv1(et1, qR) < = α, for a
small α > 0. As indicated by the analysis given in Algorithm 1,
unmistakably if E can transform the hash function h(.), at that
point he/she determines PWi, σi, and XS , E wins the game. It
is computationally infeasible to invert h(.), i.e., Adv HASH

E(t1)
<= α1, for any adequately smallα1 > 0 in polynomial time. In
this way, we have Adv1 (et1, qR) ≤ α, since Adv1 (et1, qR)
depends on the advantage AdvHASH

E (t1). Subsequently, our
procedure is secure against a foe “E” for capturing PWi, σi,
and XS regardless of the possibility that the client Ci’s smart
card SC is lost/stolen.

In addition to the above formal security examination, we also
dissected the security strengths of our procedure by utilizing an-
other broadly acknowledged verification tool, namely, AVISPA
[3]–[6]. AVISPA is regarded as a push button tool for automated
validation of authentication procedures and applications which
are vulnerable to Internet security. AVISPA offers a standardized
language that is flexible and descriptive to define authentica-
tion procedures and their security properties, and incorporates
various back ends that incorporate a number of state-of-the-art
automated analytics [39]. The first back-end, known as the
on-the-fly model-checker (OFMC), uses many symbolic tech-
niques to explore the state space in a demand-driven manner
[40]. The simulation result for the formal security confirmation
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TABLE III
COMPARISON OF COMPUTATION COST AMONG VARIOUS PROCEDURES

TABLE IV
COMPARISON OF COMMUNICATION COSTS BETWEEN OUR PROCEDURE AND

OTHER PROCEDURES

Algorithm 1: EXP1HASH
E,AUS.

1. Extract the values or data stored in the Ci S.C, i.e,
{ci, fi, Ei, Ni, τi, h(.)} using various techniques as
discussed in Watro et al.[16].

2. Call Reveal (fi) to retrieve R𝒾𝒹∗
i , n

∗, RPW∗
i .

3. Call Reveal (RPWi) to retrieve 𝒾𝒹∗
i , σ

∗
i , PW ∗

i , n
∗∗.

4. if n∗ = n∗∗
5. Accept , PW ∗

i , σ
∗
i as the correct password and

biometrics of Ui.
6. Call Reveal (M2) to retrieve
𝒾𝒹

∗∗
i , S𝒾𝒹∗

j , r
∗
1, r

∗
2, e

∗
i , Z

∗
i

7. Call Reveal (Z∗
i ) to retrieve R𝒾𝒹∗∗

i , XS , n
∗∗∗.

8. If R𝒾𝒹∗
i = R𝒾𝒹∗∗

i , Accept 𝒾𝒹∗
i as the real identity and

XS as the B.S secret key.
Return 1 (success)

Else Return 0 (failure)
End if

Else, Return 0 (failure)
End if.

of our procedure utilizing OFMC is shown in Fig. 3, and the
results confirm that the proposed procedure is attack-resistant
and secure.

VIII. PERFORMANCE ANALYSIS

To have a clear picture of how well our procedure can perform,
we have compared it with some related procedures such as
[15], [20]–[23], [41] in terms of some essential functionalities
and security features, and the comparison results are shown
in Table II. It is obvious that our new procedure is superior
over the other procedures in that it provides a password change
mechanism, allows users to update biometric data, supports
mutual authentication as well as client anonymity, and is strong
against the replay attack, the DoS attack, and the session specific
temporal information attack. Besides, the security protection

Algorithm 2: EXP2HASH
E,AUS.

1. Intercept the login request during the login stage, i.e.,
{D𝒾𝒹i, S𝒾𝒹j ,M1,M2, ei, r1}.

2. Extract the values or data stored in Ci’s S.C i.e
{ci, fi, Ei, Ni, τi, h(.)} using various techniques as
discussed in Watro et al. [16], where
Ei = ei ⊕ h(𝒾𝒹i||σi||PWi), Ni =
n⊕ h(𝒾𝒹i ⊕ σi ⊕ PWi) and

3. Call Reveal (Ei) to retrieve e∗i , 𝒾𝒹
∗
i , σ

∗
i , PW ∗

i .
4. Call Reveal (Ni) to retrieve n∗, 𝒾𝒹∗∗

i , σ∗∗
i , PW ∗∗

i
5. Call Reveal (M2) to retrieve
𝒾𝒹

∗∗
i , S𝒾𝒹∗

j , r
∗
1, r

∗
2, e

∗∗
i , Z∗

i

6. If (e∗i = e∗∗i )
7. Compute D𝒾𝒹∗

i = 𝒾𝒹
∗
i ⊕ h(e∗i ⊕ n∗)⊕ r∗1

8. If D𝒾𝒹∗
i = D𝒾𝒹i

9. Accept 𝒾𝒹∗
i as the correct identity 𝒾𝒹i of Ci.

10. Call Reveal (M2) to retrieve
𝒾𝒹

∗∗
i , S𝒾𝒹∗

j , r
∗
1, r

∗
2, e

∗∗
i , Z∗

i

11. Call Reveal (Z∗
i ) to retrieve R𝒾𝒹∗∗

i , XS , n
∗∗∗.

12. Compute R𝒾𝒹∗∗∗
i = h(𝒾𝒹∗

i ||n∗∗∗)
13. If R𝒾𝒹∗∗∗

i = R𝒾𝒹∗∗
i

14. Accept 𝒾𝒹∗
i as the correct identity of the client and

XS as the B.S secret key.
Return 1 (success)

Else Return 0 (failure)
End if

Else, Return 0 (failure)
End if.
Else, Return 0 (failure)
End if.

of our new procedure has been proven by a formal security
examination and a formal verification.

In addition, we have compared our new procedure with those
same related procedures in terms of computation cost during
the registration stage, login stage, and authentication stage. The
comparison results are shown in Table III, where 𝓉H denotes
time for a hash computation [42],𝓉E denotes time for symmetric
encryption (AES encryption [43]), 𝓉D denotes time for symmet-
ric decryption (AES decryption [43]), and 𝓉Fe denotes time for
implementing a fuzzy extractor function [Rep (·) and Gen(·)].

Kilinc and Yanik [44] have recently introduced cryptographic
primitives utilizing the PBC library (version 0.5.12) under an
Ubuntu 12.04.132-bit operating system with a 2.2 GHz CPU
and 2.0 GB RAM. It should be noted that other researchers used
the recorded findings of [44] to adopt a homogeneous method
to calculate the total computation cost of their procedures [45].
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TABLE V
COMPARISON OF SENSOR NODE’s ENERGY STORAGE COST BETWEEN OUR PROCEDURE AND OTHER PROCEDURES

Kilinc and Yanik [44] stated that the average execution times
for one symmetrical encryption/decryption operation, one hash
operation, one modular multiplication, and one modular ex-
ponentiation were 0.0046, 0.0023, and 0.001855 ms, respec-
tively. Time implementing a fuzzy extractor function is similar
as one symmetric encryption/decryption operation [46]. Note
that during the registration stage our procedure requires a total
computation cost of (5 𝓉H + 𝓉Fe + 4 𝓉XOR), which includes
all the computations on the client side, on the BS side, and on the
sensor node side. During the login stage and in the authentication
procedure, our procedure requires a total computation cost of
(11𝓉H + 𝓉Fe + 9 𝓉XOR). Due to the high efficiency perfor-
mance of the fuzzy extractor, burdens on both the client’s side
and the BS’s side are effectively reduced. In addition, the time
of execution of the XOR process is considered negligible. The
estimated time needed to implement the proposed authentication
procedure is therefore 0.043 ms.

Table III summarizes the computing costs and average time
for implementing the associated authentication and key agree-
ment procedures [15], [20]–[23], [41]. On the other hand, our
employment of one-way hash function h(·) and symmetric
decryption/encryption also lowers the computation cost on the
sensor node’s side. As a result, our procedure is very suitable
for networks equipped with resource-constrained sensor nodes.

The communication costs for our presented procedure and the
other procedures are shown in Table IV in terms of the number of
exchanged messages and bits for an effective user authentication.
We used the number of bits needed between our procedure and
other procedures for the following fields to measure the commu-
nication costs. The identifiers of BS (GW-node), sensor nodes,
and user are every 16 bits. The random nonce and time-stamp
fields are 32 bits. The encryption and decryption processes use
the AES with 128 bits. When we use SHA-1 as a one-way hash
function the digest message is 160 bits. It is clear from Table IV
that an effective user authentication process in our presented
procedure needs 736 bits, while procedures [20]–[23], and [41]
require 944, 736, 944, 704, and 1232 bits, respectively.

Lastly, in Table V, we compared the energy costs needed for
a sensor node between our procedure and other procedures.

Remember that the energy cost of a sensor node is attributed
largely to both the computation and communication costs in-
volved in the procedures. For the procedure reported in [15],
the battery consumption for a sensor node is correlated with
time-stamp validation, one symmetric decryption, and two hash
functions to generate parameters and respond to user query.
In the procedure in [20], battery consumption for a sensor

node is induced by validation of timestamps, one hash function
for parameter generation, another hash function for parameter
verification, and then the user’s question is answered and the
GW-node’s response is awaited. The procedure in [21], a sensor
node consumes batteries due to validation of timestamps, one
hash function for generation of parameters and an answer to the
user’s query. Procedure in [22] includes battery consumption for
a sensor node due to time-stamp validation, one hash function
for the generation of parameters, and the user query response.
In the procedure in [23], a sensor node consumes battery for the
generation of parameters due to time-stamp validation and one
hash process, and finally to respond to user question. Procedure
in [41] needs battery consumption for a sensor node due to
one hash function for random-nonce validation, another hash
function for session key generation, and then the user query
response. Finally, in our procedure, a sensor node consumes
battery due to one symmetric encryption, timestamp validation,
two hash operations for session key generation and validation,
and response to the user’s query. Due to efficient hash and
symmetric-key operations, a sensor node’s energy cost in our
procedure is comparable with that for the other procedures.

IX. CONCLUSION

In this article, we have enhanced the 3-FA procedure for
large-scale DWSN that was projected by Das. We have demon-
strated that besides having a time synchronization issue, Das’s
procedure also fails to achieve client anonymity and is vulnerable
to the session specific temporary information attack, the replay
attack, etc. To solve these problems, we have constructed a more
robust authentication procedure that is secure against all of the
major possible attacks. In addition, instead of encryption and de-
cryption, our new procedure uses only lightweight computation-
based procedure such as hash and Ex-OR operations, which
makes it especially suitable for network environments equipped
with low computation capacity devices like sensors. Hence, our
procedure is extremely applicable in real life WSN systems. Our
security and efficiency evaluations have demonstrated that our
devised procedure has better performance than other competing
similar schemes.
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